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List of abbreviations and acronyms

Art. Article

AUDITOR European Cloud Service Data Protection Certification (name of the research project)

BDSG German Federal Data Protection Act (applicable as of 25.05.18)

DAKkS German Accreditation Body (Deutsche Akkreditierungsstelle GmbH)

GDPR EU General Data Protection Regulation (applicable as of 25.05.18)

DSK Conference of the Independent Data Protection Supervisory Authorities of

the Federation and the Lander (Datenschutzkonferenz)

laaS Infrastructure as a Service

Lit. Litera (letter)

No. Number

PaaS Platform as a Service

SaaS Software as a Service

Subs. Subsection

TCDP Trusted Cloud Data Protection Profile

TOM Technical and organisational measures

UrhG German Copyright Act (Urheberrechtsgesetz)

Note on the gender-neutral wording:

All references to persons in the AUDITOR Criteria Catalogue shall be considered to be gender-neutral. Therefore,
for the purpose of better readability, no gender-specific wording is used, while the male grammatical form shall
apply to all genders equally (e.g., any use of the title “data protection officer” in combination with male pronouns is
a reference to the functional description as gender-neutral and without specifically referring to a person of the male

gender).
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1 Introduction

1.1 Function and objectives of the AUDITOR conformity assessment scheme

The AUDITOR certification provides evidence of the compliance of cloud providers' data processing
operations with the requirements of the EU General Data Protection Regulation (GDPR). Pursuant to
Art. 43 (1) sentence 1 GDPR, certification bodies may issue certifications alongside data protection
supervisory authorities. However, a certification body may only commence its activities if it has been
accredited by the German Accreditation Body (Deutsche Akkreditierungsstelle GmbH; DAKkS) in coop-
eration with the responsible data protection supervisory authority. The prerequisite for accreditation is
compliance with the requirements pursuant to Art. 43 (2) GDPR and the supplementary requirements of
the German Data Protection Conference (DSK) for accreditation pursuant to Art. 43 (3) GDPR in con-
junction with ISO/IEC 17065.

Crucial for accreditation is a conformity assessment scheme, which must be developed for each certifi-
cation individually. The conformity assessment scheme describes the specific requirements, rules de-
termination activities that must be used for the conformity assessment of data processing operations in
order to be able to make the statement associated with the certification in a scientifically traceable and
systematic manner (see DAKkS 71 SD 0 016). The present '"AUDITOR Conformity Assessment Scheme'
therefore describes the principles to be fulfilled by the certification body and essentially comprises re-
quirements for the certification body and the certification process. The AUDITOR conformity assessment
scheme is managed and further developed by the Competence Network Trusted Cloud e.V. as the
scheme owner. It is made available to interested certification bodies on non-discriminatory terms to
ensure a broad application of the certification process.

1.2 TCDP development pursuant to the General Data Protection Regulation

The certification pursuant to the old German Federal Data Protection Act was examined in the pilot
project "Data Protection Certification for Cloud Services" by the Trusted Cloud Data Protection Profile
(TCDP), which was finalised in September 2016. Since not all relevant international standards, newly
developed relevant sets of criteria — e.g. ISO 27701 — and, in particular, not the requirements of the
General Data Protection Regulation could be taken into account when developing the certification crite-
ria according to TCDP, the TCDP criteria must be adapted to the new regulations as of the application
of the General Data Protection Regulation on 25 May 2018. This is done in the AUDITOR Criteria Cat-
alogue. The AUDITOR Criteria Catalogue focuses on all relevant regulations for the data protection
certification of cloud services in the General Data Protection Regulation and specifies them to create
testable criteria.

The pilot project has already developed rules and procedures for certification under the TCDP. However,
this certification process was not accredited. TCDP’s existing rules and procedures were taken into
account in the course of the development of the AUDITOR conformity assessment program. An adap-
tation of the TCDP rules and procedures is necessary with regard to the requirements according to Art.
43 (2) GDPR and the supplementary requirements of the DSK for accreditation according to Art. 43 (3)
GDPR in conjunction with ISO/IEC 17065, which will be done in the course of this conformity assess-
ment scheme.

1.3 Structure and contents of the conformity assessment scheme

The AUDITOR conformity assessment scheme is divided into four essential sections. Section 2 sets out
the purpose of the conformity assessment scheme and defines key terms. Section 3 regulates the prin-
ciples for carrying out certification activities in order to establish confidence in the certification activities
and results. Section 4 sets out requirements for the certification body, including, for example, require-
ments regarding the structure and resources of the certification body. Section 5 describes requirements
for the certification process, divided into the process phases of selection, determination, review, deci-
sion, attestation and surveillance.

When specifying a conformity assessment scheme, it is essential to define how the individual criteria
need to be evaluated to ensure that different evaluators arrive at the same conformity assessment result.
The supplementary document'AUDITOR Determination Activities' therefore specifies how each criterion
should be verified during the determination activities.
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Basics

The AUDITOR conformity assessment scheme
Designation of the conformity assessment scheme

The name of this scheme is: AUDITOR conformity assessment scheme.
The name of the certification is “GDPR CC”.

Purpose of the conformity assessment scheme

The aim of AUDITOR certification is to create confidence in the data processing of cloud
services when processing personal data.

The AUDITOR certification provides proof of compliance of cloud providers' data processing
operations with the requirements of the General Data Protection Regulation.

This conformity assessment scheme sets out requirements for the certification body and cer-
tification process to ensure that the AUDITOR certification process is operated competently,
consistently and impartially by certification bodies.

This conformity assessment scheme is also intended to ensure that the requirements of Art.
43 (2) GDPR and the supplementary requirements of the DSK for accreditation according to
Art. 43 (3) GDPR in conjunction with ISO/IEC 17065 are met.

Conformity assessment type

This conformity assessment scheme comes under the conformity assessment type "certifica-
tion" as defined in ISO/IEC 17065:2012.
This scheme comes under scheme type 6 as defined in ISO/IEC 17067:2013 subs. 5.3.8.

Scheme owner

The scheme owner is a person or organisation responsible for the development and mainte-
nance of this conformity assessment scheme (see ISO/IEC 17065:2012 subs. 3.11). The
scheme owner arranges and monitors certification bodies’ compliance with the certification
requirements through a legally binding agreement with accredited certification bodies (see
DAKkS 71 SD 0 016).

The scheme owner of this conformity assessment scheme is the Competence Centre Trusted
Cloud e.V. An advisory board has been set up at the Competence Centre Trusted Cloud e.V.
to implement, manage and steer this scheme (see ISO/IEC 17067:2013 subs. 6.3.5). The
advisory board is the decision-making body in relation to

(@) amendments/additions to the AUDITOR Criteria Catalogue,
(b) amendments to the AUDITOR conformity assessment scheme,

(c)

issues of internationalisation and standardisation

(d)  cooperative ventures

It has an advisory function in all questions relating to the marketing approach and licensing of

the certification. The advisory board comprises the following representatives:

(a)

(b)
(c)

(d)
(e)

2 representatives of the Karlsruhe Institute of Technology (planned: Prof. Sunyaev; Mr.
Lins)

2 representatives of the University of Kassel (planned: Prof. RoRnagel, Prof. Hornung)

2 representatives of the Federal Ministry for Economic Affairs and Energy (planned: Dr.
Tettenborn; Dr. Werner)

1 representative of the Federal Ministry of the Interior (to be appointed)

1 representative of the competence network Trusted Cloud e.V. (planned: Mr. Niessen)

Other experts in the fields of business, politics and science may be consulted; this includes
the members of the current steering committee and expert advisory board of the AUDITOR
research project (including Bitkom, Stiftung Datenschutz, BfDI).

The scheme owner takes full responsibility for the objectives, content, and completeness of
this scheme (see ISO/IEC 17067:2013 subs. 6.3.4).

The scheme owner maintains this scheme and provides guidance to certification bodies as
required (see ISO/IEC 17067:2013 subs. 6.3.5). The following activities are carried out for this
purpose:

AUDITOR - European Cloud Service Data Protection Certification 8
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(2)
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(2)

(a) implementation of changes to the certification criteria (see ISO/IEC 17067:2013 subs.
6.6.2);

(b) leading the standardisation activities of the certification criteria (e.g. transfer to DIN,
CEN/CENELEC or ISO standard);

(c) implementation of changes to this conformity assessment scheme;

(d)  monitoring of

(i) changes in the legal framework resulting from amendments to laws, the adop-
tion of delegated acts by the European Commission, decisions of the European
Data Protection Board and court rulings;

(i) advancements in the state of the art of technology;

(iii) changes to requirements of data protection supervisory authorities and the Eu-
ropean Data Protection Board (EDPB) for criteria catalogues and certification
process;

(iv) legal acts and other requirements of the EDPB or data protection supervisory
authorities.

(e) informing the accredited certification bodies of relevant or significant changes;

(f) coordination of collaboration with stakeholders to maintain and further develop the
scheme and certification criteria;

(g) implementation and coordination of activities for the internationalisation of certification,
e.g. submission for European Data Protection Seal to the EDPB;

(h)  consultative activities on all issues relating to market approach;

(i) exchange of information and coordination with DAkkS, DSK, German task group “certifi-
cation” of data protection authorities (“AK Zertifizierung”), and national data protection
supervisory authorities.

The scheme owner assesses the risks/liabilities arising from its activities and manages them

accordingly (see ISO/IEC 17067:2013 subs. 6.3.10).

The scheme owner ensures that information about this scheme is made available to the public
to ensure transparency, understanding and acceptance (see ISO/IEC 17067:2013 subs.
6.4.5). To this end, the following measures are implemented:

(a) publication of the certification criteria in the AUDITOR Criteria Catalogue with free access

for all stakeholders on the Internet;

(b)  sharing of this scheme with cloud providers, data protection supervisory authorities, cer-

tification bodies and other stakeholders as required by submitting the scheme electroni-
cally.

Scope of application

This conformity assessment scheme sets out certification requirements for the competence,
consistent operation and impartiality of certification bodies for data protection certification of
data processing operations in cloud services in accordance with the requirements of the Gen-
eral Data Protection Regulation.

AUDITOR certification is open to all private cloud providers who act as processors within the
meaning of Art. 4 No. 8 GDPR and wish to demonstrate the compliance of their data pro-
cessing operations with the General Data Protection Regulation.

The certification criteria are defined in the relevant version of the AUDITOR Criteria Cata-
logue.

This conformity assessment scheme is made available to interested certification bodies on
non-discriminatory terms to enable accreditation under this scheme and to ensure wide use
of the certification process.

Changes to this conformity assessment scheme

Changes to this conformity assessment scheme are made by the scheme owner.

The scheme owner undertakes to notify the accredited certification bodies, cloud providers
certified under this scheme, the data protection supervisory authority, the DAKkS and other
stakeholders, if required, of future changes to the scheme in a timely manner via suitable
communication channels. Once the changes have been approved (usually by the DAKkS and
the relevant data protection supervisory authority), the accredited certification bodies and cer-
tified cloud providers must also be informed in a timely manner.

AUDITOR - European Cloud Service Data Protection Certification 9
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§2.2.1
(1)
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(1)

§2.2.3
(1)

(2)

©)

§2.2.4
(1)
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Development history

This conformity assessment scheme was developed as part of the AUDITOR research project
by the Critical Information Infrastructures research group, led by Prof. Dr. Ali Sunyaev and
staff members Sebastian Lins and Heiner Teigeler at the Karlsruhe Institute of Technology,
and the Project Group for Constitutionally Compatible Technology Design (provet), led by
Prof. Dr. Alexander RoRnagel and staff member Dr. Natalie Maier-Reinhardt at the University

of Kassel.
Other parties participated in the revision and shaping of this scheme, including:

(a)
(b)
(c)
(d)
(e)
()
(9)

CLOUD&HEAT Technologies GmbH,;

datenschutz cert GmbH,;

DIN-Normenausschuss Informationstechnik und Anwendungen (NIA), DIN e.V,;
ecsec GmbH;

EuroCloud Deutschland_eco e.V., eco - Verband der Internetwirtschaft e.V.;
Competence Network Trusted Cloud e.V.;

and other associated partners of the project.

Terminology
Certification body

Certification according to AUDITOR is performed by an independent and competent certifica-
tion body, which acts as a third party in the sense of a conformity assessment body (see
ISO/IEC 17000:2004 subs. 2.5, DSK subs. 4.2.1).

The certification body must be a legally responsible organisation or a distinct part of a legally
responsible organisation. According to Article R 17 (3) sentence 1 of Decision No.
768/2008/EC, a certification body must be an independent third party that has no connection
with the institution it assesses (see DSK subs. 4.2.1).

The certification body performs its activities in a non-discriminatory, confidential and impartial
manner.

Certification bodies must be accredited in accordance with ISO/IEC 17065 in conjunction with
the supplementary requirements for accreditation pursuant to Art. 43 (3) GDPR and this
scheme in order to demonstrate compliance with the certification requirements, in particular
compliance with the basic certification principles.

The certification body has a contractual relationship with the cloud provider to be certified and,
if applicable, with outsourced evaluators.

Evaluation

Evaluation refers to the conformity assessment functions of selection and determination (see
ISO/IEC 17065:2012 subs. 3.3).

Evaluators

Evaluators for the purposes of this scheme are natural persons who are members of the cer-
tification body and who perform selection and/or determination activities under this scheme.
A certification body may also appoint an outsourced, independent and competent conformity
assessment body or (individual) external evaluators to perform the selection and/or determi-
nation activities according to ISO/IEC 17065:2012 subs. 6.2.2 (see § 4.2.5). Personnel of
these conformity assessment bodies and external evaluators are referred to as outsourced
evaluators. They perform their activities in a non-discriminatory, confidential and impartial
manner.

Conformity assessment bodies and outsourced evaluators have a contractual relationship
with the certification body. A contractual relationship must not exist with the cloud provider to
be certified (see § 4.2.5).

Decision-makers

Decision-makers for the purposes of this scheme are natural persons who are members of
the certification body and who perform the review and/or make the decision on certification
and/or subsequently the attestation of certification.

Accreditation body

An accreditation body is an authoritative body that performs accreditations (see ISO/IEC
17000:2004 subs. 2.6).

AUDITOR - European Cloud Service Data Protection Certification 10
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An accreditation is a confirmation by a third party that formally states that a conformity as-
sessment body (here certification body) has the competence to carry out specific conformity
assessment tasks (here certification) (see ISO/IEC 17000:2004 subs. 5.6).
In Germany, the DAKKS is solely responsible for performing accreditations.

Object of certification

The object of certification (within the meaning of subs. A.2.2 ISO/IEC 17000:2004, Annex A)
is data processing operations for personal data within the meaning of Art. 4 No. 1 GDPR
which are provided in cloud services or with the help of (also several) cloud services.

The supplementary document '"AUDITOR Cettification Object’ for this scheme contains a de-
tailed derivation and description of the certification object. Certification bodies and (out-
sourced) evaluators must familiarise themselves with this document.

Cloud services

Cloud services for the purposes of this conformity assessment scheme are cloud services as
defined by the National Institute of Standards and Technology (NIST) (2011).

Cloud services provide flexible and on-demand access to a shared pool of configurable IT
resources that can be accessed anytime, anywhere via the internet or a network.

The features that characterise cloud services are on-demand access, a network connection,
the possibility of resource pooling, high scalability and usage-based payment:

(@) On-demand self-service. On-demand self-service enables cloud users to customise the

performance parameters of utilised cloud services independently and almost immediately.
Notably, this can be done automatically and without human interaction with the respective
cloud providers.

(b)  Broad network access. Cloud services are provided via a broadband network, usually over

the internet.

(c) Resource pooling. The resources made available by the cloud provider are used simulta-

neously by multiple cloud users through a multi-client architecture. In the process, the
physical and virtual resources are allocated dynamically to different cloud users as
needed.

(d) Rapid elasticity. The resources provided can be increased or shared flexibly and quickly,

in some cases fully automatically, in order to match the resources to current needs.

(e) Measured service. In order to make cloud services measurable and transparent, cloud

services control and optimise resource usage based on service-dependent measures,
such as storage space, computing power or bandwidth. As a result, usage-based billing
(referred to as ‘pay-per-use’) can be offered and implemented. Furthermore, resource
usage is monitored, controlled, logged and communicated, in order to create transparency
with regard to usage for both the cloud user and the cloud provider.

In the context of this conformity assessment scheme, a distinction is made between the three
basic service models of Software as a Service (SaaS), Platform as a Service (PaaS) and
Infrastructure as a Service (laaS). In addition, a large number of other service models can be
found in practice and in the literature, e.g. Database as a Service or Security as a Service.
However, these specific service models can generally be assigned to the basic models of
laaS, PaaS, and SaaS.

(a) SaaS. The cloud user can access the software applications offered by means of various

devices either via a thin-client interface (e.g. a web browser) or via application program-
ming interfaces.

(b) PaaS. The cloud user can install and operate self-developed or purchased applications

on the cloud infrastructure of the cloud provider. Operating systems, databases, program-
ming environments, programme libraries or other services and tools supported by the
cloud provider are used for this purpose.

(c) laaS. The cloud user has access to (virtualised) hardware resources of the cloud provider,

including computing power, storage capacities or networks. These can be used to install
and operate any software, such as operating systems or applications.

Cloud services can also be a part of other cloud services, so that in practice nested value
chains or networks of cloud services increasingly occur. The responsibilities of the cloud pro-
vider and the dependencies on and interfaces with other cloud services must therefore be
clearly named and differentiated in the certification process.
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Cloud services are services within the meaning of ISO/IEC 17065:2012.
The supplementary document 'AUDITOR Certification Object' contains a detailed description
of cloud services as a certification object.

Data processing operations in cloud services

According to Art. 4 no. 2 GDPR, data processing means any operation or set of operations,
which is performed on personal data or on sets of personal data, whether or not by automated
means. This includes the collection, recording, organisation, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or other-
wise making available, alignment or combination, restriction, erasure or destruction of data.
A data processing operation can contain both technical and automated procedural steps and
non-technical and thus also organisational (e.g. manual or personnel) steps, which can also
include data protection concepts and management systems.

The entire processing operation must comply with the requirements of the General Data Pro-
tection Regulation.

Data processing operations must have a closed structure for the processing of personal data
within which the specific data protection risks of the respective cloud service can be fully
captured. This means that interfaces of the cloud service to be certified with other services
must also be considered in order to identify data flows from which data protection risks may
arise.

The suitability of a data processing operation for AUDITOR certification is checked during the
selection activities (see 5.1).

The supplementary document 'AUDITOR Certification Object’ contains a detailed description
of data processing operations in cloud services as a certification object.

Cloud provider

Cloud providers are legal entities that operate cloud services.

Cloud providers constitute the clients of the certification body.

Cloud providers are responsible for ensuring that the certification criteria are met (see
ISO/IEC 17065:2012 subs. 3.1).

Sub-processor

A cloud provider may, as part of its data processing operations, involve other sub-processors
who provide external resources and services to perform the data processing operations.
Sub-processors are legal entities that operate products or services relevant to the data pro-
cessing operations to be certified.

A sub-processor is independent of the cloud provider.

If the processing operations of a cloud service to be certified are based on non-proprietary
platforms or infrastructures or if the cloud provider uses other sub-processors, the certification
can only relate to those data processing operations which are within the area of responsibility
of the respective cloud provider. However, the cloud provider must ensure that any third-party
platforms, infrastructures and sub-processors used also comply with the data protection reg-
ulations relevant to them and only use such for the provision of its service.

Cloud users

For the purposes of this scheme, a cloud user is any natural or legal person who, as a con-
troller pursuant to Art. 4 No. 7 GDPR, carries out processing operations on personal data and
decides, alone or jointly with others, on the purposes and means of such processing opera-
tions and decides to outsource such processing operations to a cloud provider..

Cloud users thus constitute the customers of the cloud provider.

Data protection supervisory authority

A data protection supervisory authority is an independent governmental body established by
a Member State pursuant to Art. 51 GDPR (see Art. 4 (21) GDPR).

A competent data protection supervisory authority is a data protection supervisory authority
which is concerned with the processing of personal data because

(a) the cloud user as controller or the cloud provider as processor is established in the territory

of the Member State of that data protection supervisory authority;

(b)  the processing has or is likely to have a significant impact on data subjects residing in the

Member State of that data protection supervisory authority;
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(c) acomplaint has been filed with this data protection supervisory authority (see Art. 4 (22)
GDPR).

(3) As an accreditation body, the DAKkS accredits the certification bodies jointly with the compe-
tent data protection supervisory authority. The competent data protection supervisory author-
ity grants the certification body the authority to act as such in an independent procedure on
the basis of this joint accreditation (see DSK 'Foreword").

§ 2.2.13 European Data Protection Board

(1)  The European Data Protection Board (EDPB) was established as a body of the European
Union with its own legal personality and consists of the head of a data protection supervisory
authority of each Member State and the European Data Protection Supervisor or their respec-
tive representatives (see Art. 68 (1) and (3) GDPR).

(2) The European Data Protection Board may approve the certification criteria so that this leads
to a common certification, the European Data Protection Seal.

§ 2.2.14 Certification criteria

(1)  Certification criteria are the normative requirements defined in the AUDITOR Criteria Cata-
logue that must be fulfilled by the cloud provider as a condition for establishing and maintain-
ing certification.

(2) The approved criteria are published in electronic form by the scheme owner in accordance
with Art. 42 (5) GDPR, stating the respective period of use (see DSK subs. 4.6, EDPB Annex
1 subs. 4.6).

§ 2.2.15 Certification requirements

(1)  Requirements of the certification body and the certification process specified by this conform-
ity assessment scheme.

§ 2.2.16 Protection categories

(1)  The AUDITOR Criteria Catalogue differentiates certain criteria according to protection cate-
gories and defines different certification criteria for these that must be fulfilled. Protection cat-
egories are an important instrument in the AUDITOR certification because they can be used
to express the individual protection requirements of data processing operations and their ful-
filment by certified cloud services.

(2) When applying for certification, a cloud provider specifies the appropriate protection category
for its cloud service.

(3) On the basis of its determination activities, the certification body establishes an assessment
of the compliance of the data processing operations with the certification criteria of the AUDI-
TOR Criteria Catalogue in relation to a specific protection category. However, the certification
body does not assess the choice of a protection category. The protection category is deter-
mined and applied for solely by the cloud provider and the certification body adjusts the scope
of its determination activities accordingly.

(4) The supplementary document '"AUDITOR Protection Category Concept' contains a detailed
description of the basic principles and forms of the protection categories. Certification bodies
and (outsourced) evaluators must familiarise themselves with this document.

§ 2.2.17 Mark of conformity

(1) A mark of conformity is issued by a certification body to prove that a certification object con-
forms to specified certification criteria (see ISO/IEC 17030:2009 subs. 3.1).

(2) A certificate and a graphical quality seal are awarded as AUDITOR marks of conformity (see
§55.2,8§55.3,§55.4).

§ 2.2.18 Interested parties

(1) Interested parties are companies, private persons, authorities, etc., who are interested in par-
ticipating in the design of or involvement in the certification and/or who are aware of the cer-
tification and its mark of conformity on the market.

(2) Interested parties may in particular be:

(a) cloud users;
(b)  customers of cloud users;
(c) data protection supervisory authorities;
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(d) participants in the cloud market;
(e) other certification bodies.
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Fundamental principles

The certification body undertakes to comply with the following fundamental principles for performing
certification activities to ensure confidence in the AUDITOR certification process and the marks of con-
formity issued.
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§3.1.3

(1

(2)

Creating confidence

The overall objective of certification is to create confidence among all stakeholders (see
ISO/IEC 17065:2012 subs. A.1.1) that data processing operations in cloud services meet
specified certification criteria. The value of a certification corresponds to the level of public
confidence conveyed by impartial and competent certification bodies.

The objectives of certification are to enable cloud providers to demonstrate to the market that
their data processing operations comply with specified certification criteria through validation
by an impartial third party (see ISO/IEC 17067:2013 subs. 4.2.1).

Impartiality

In order to build confidence in their activities and results, it is necessary for certification bodies
and their personnel to be impartial and to be perceived as impartial by stakeholders (see
ISO/IEC 17065:2012 subs. A.2.1).

Impartiality describes the existence of independence and objectivity (see DSK subs. 4.2).
Independence means that the certification body can act completely free of instructions and
pressure and that its financial stability is ensured (see DSK ‘Chapter 5'). Objectivity means
that conflicts of interest do not exist or have been resolved to ensure that such conflicts do
not adversely impact certification activities.

The certification body is responsible for the impartiality of its certification activities. It must not
allow commercial, financial, or other pressures to compromise its impartiality.

The certification body is responsible for ensuring that outsourced evaluators also perform their
activities impartially, and continuously comply with the requirements for impatrtiality. In partic-
ular, there is an unacceptable risk to impartiality if there are contractual relationships between
cloud providers requiring certification and outsourced evaluators who perform evaluation ac-
tivities.

Risks to impartiality may include bias, which may arise from (see ISO/IEC 17065:2012 subs.
A.2.2):

(a) self-interest (e.g. excessive dependence on a service contract or on fees, fear of losing

the cloud provider or of becoming unemployed to an extent that adversely affects impar-
tiality of certification activities);

(b) self-review (e.g. performing certification activities where the certification body evaluates

the results of other services it has already provided, such as consultancy services);

(c) advocacy (e.g. when a certification body or its personnel acts in favour of or against a

particular company which is also its client);

(d)  over-familiarity (e.g. risks attributable to a certification body or its personnel who are over-

familiar or too trusting, instead of seeking evidence of conformity):

(e) intimidation (e.g. the certification body or its personnel may be deterred from acting im-

partially by risks from, or fear of, a cloud provider or other party);
competition (e.g. between the cloud provider and a contracting person, or certification
bodies on the market).

In particular, a certification body’s personnel must not evaluate data processing operations or
make certification decisions regarding data processing operations for which they have pro-
vided consulting in the last 24 months (see ISO/IEC 17065:2012 subs. 4.2.10).

The source of revenue for the certification body is the payment for certification by the cloud
provider. This poses a potential threat to impartiality. However, the certification body must
ensure that the type and amount of payment does not influence the independence and objec-
tivity of the certification activities.

Competence

In order to offer certifications that provide confidence, the competence of the personnel in-
volved is essential and must be supported by the management system of the certification
body (see ISO/IEC 17065:2012 subs. A.3).

The certification body ensures that (outsourced) evaluators continuously demonstrate the
necessary competence to perform (outsourced) activities.
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Confidentiality and openness

The balance between certification requirements related to confidentiality and openness has
an impact on the confidence of interested parties and their perception of the value of the
certification.

The certification body ensures that (outsourced) evaluators perform their activities confiden-
tially.

In particular, committee members, personnel from external bodies or persons acting on behalf
of the certification body must keep all information received or generated during certification
activities confidential, unless otherwise required by law (see ISO/IEC 17065:2012 subs.
6.1.1.3).

A certification body provides public access to appropriate and timely information about its
selection, determination, and certification activities, and about the certification status (grant-
ing, maintaining, extending or limiting the scope of certification, suspension, withdrawal or
refusal of certification) of any data processing operation to generate confidence in the integrity
and credibility of the certification (see ISO/IEC 17065:2012 subs. A.4.3). Openness is a prin-
ciple for access to or disclosure of relevant information.

Performing certification activities under non-discriminatory conditions

The certification body ensures that the policies and procedures under which the certification
body operates and its administration are non-discriminatory.

The certification body ensures that activities by (outsourced) evaluators are performed in a
non-discriminatory manner.

Delimitation of responsibilities

The certification body is responsible for fulfilling the certification requirements (see ISO/IEC
17065:2012 subs. A.6.1).

If outsourced evaluators perform activities, the certification body is responsible for ensuring
that all certification requirements contained in this scheme are fulfilled by the outsourced eval-
uators at all times.

The cloud provider is responsible for fulfilling the certification criteria, not the certification body
(see ISO/IEC 17065:2012 subs. A.6.1).

The certification body is responsible for obtaining sufficient objective evidence on which to
base the certification decision (see ISO/IEC 17065:2012 subs. A.6.2). Based on an evaluation
of the evidence, it decides to grant a certificate if conformity is sufficiently demonstrated or
not to grant a certificate if conformity is not sufficiently demonstrated.

Openness to complaints

The certification body is open to complaints from cloud providers or interested parties (see
ISO/IEC 17065-1:2013 subs. 4.1.2.2, 4.6, 7.13). If these complaints are found to be justified,
stakeholders should have confidence that the complaints will be dealt with in an appropriate
manner and that reasonable efforts will be made by the certification body to resolve them (see
§ 4.3.2). Effective handling of complaints has an important role in protecting certification bod-
ies, their clients and other users relying on certifications from errors, omissions or unreason-
able behaviour. Confidence in certification activities is ensured when complaints are handled
appropriately.
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Requirements of a certification body

Basic certification requirements

Accreditation of the certification body

Certification bodies must tolerate accreditation by the DAKKS in accordance with ISO/IEC
17065 in conjunction with the supplementary requirements for accreditation pursuant to Art.
43 (3) GDPR and this scheme.

The certification body may perform certifications under this scheme only if it has a valid ac-
creditation.

Certification bodies must be aware, that accreditation pursuant to Art. 43 (3) of the GDPR,
will be limited to a maximum of five years (see DSK 'Duration of accreditation’).

In the event of suspension or withdrawal of accreditation (irrespective of how such a decision
was reached), the following applies:

(@)

(b)

(c)

(d)

A suspension (temporary withdrawal of accreditation) or withdrawal (permanent revoca-
tion of accreditation) of accreditation leads to the invalidity of the certifications awarded
(see DSK subs. 4.1.2.2);

The certification body must revoke the certifications it has issued insofar as they relate to
the suspended or withdrawn accreditation (see IAF/ILAC A5:11/2013 subs. M.8.3.2.1.,
DSK subs. 4.1.2.2);

In the certification agreement, it must be pointed out and bindingly regulated (see § 5.1.2)
that the certification of the cloud provider is dependent on the accreditation of the certifi-
cation body (see DSK subs. 4.1.2.2). In particular, the consequences of suspension or
withdrawal of accreditation should be specified in the agreement;

The certification body may then no longer make use of any advertising referring to its
accredited status.

Reasons for a suspension or withdrawal of the accreditation decision by the DAKkS can in-
clude (see DAKkS 71 SD 0 001 subs. 4):

(a)
(b)
(c)

(d)

failure to meet essential accreditation requirements (e.g. personnel, facilities, premises);
repeated or particularly serious violation of accreditation rules;

deliberate deception of the accreditation body by providing false or incomplete information
essential for the assessment of the certification body;

failure to comply with conditions imposed even after a period of grace has been granted.

Procedures for handling the suspension or withdrawal of accreditation are integrated into the
management system of the certification body (see DSK subs. 4.1.2.2). To this end, the certi-
fication body must in particular establish processes to:

(a)

(b)

(c)
(d)
(e)

immediately inform the certified cloud providers, cloud providers in an ongoing certification
process, cloud providers which have submitted a certification application and other stake-
holders inquiring about the AUDITOR certification about the suspension or withdrawal of
accreditation and describe the consequences (see IAF/ILAC A5:11/2013 subs. M.8.3.2.1.,
DSK subs. 4.1.2.2);

inform the scheme owner of the suspension or withdrawal of accreditation, as any rights
of use and agreements with the certification body may be affected (see subsection 4.4);
remove any advertising (e.g. on websites) related to the accreditation;

initiate measures to restore accreditation and coordinate them with the DAKKS;

establish and maintain a transfer policy for certifications issued (see DSK subs. 4.1.2.2)
which:

(i) establishes measures to transfer an issued certification within six months to a
receiving certification body with valid accreditation;

(i) includes an up-to-date and continuously maintained register of accredited cer-
tification bodies which can undertake certification in accordance with a contrac-
tually concluded agreement;

(iii) involve the DAKKS in the assessment of the transfer;

(iv) informs the competent data protection supervisory authority of the transfer and
involves it in the transfer if requested;

(v) informs the scheme owner about the transfer;

(vi) is stipulated by contract in the certification agreements (see § 5.1.2);
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(vii) can be guided by the requirements of IAF MD 2:2017 for the transfer of accred-
ited certification of management systems.

Certification bodies will be informed, that re-accreditation following the five-year validity period
of the accreditation is possible but must be completed successfully before the validity period
expires so that any existing certification does not become invalid.

Toleration of an on-site assessment during the accreditation process

The accreditation body must tolerate the activities during the accreditation process, among
others especially an on-site assessment by employees of the DAkkS and the competent data
protection supervisory authority.

Reference is made to the description of the accreditation process for the area of "data protec-
tion" according to Art. 42, 43 GDPR of the DAKkS as well as the DAkkS-rule 71 SD 0 00.

Toleration of a withessing audit during the accreditation process

The certification body must tolerate a witnessing audit of the DAKkS and the competent data
protection supervisory authority (see DSK subs. 6.1.2.1, 'Annex 2: Witnessing Model').

Reference ist made to the description of the accreditation process for the area of "data pro-
tection" according to Art. 42, 43 GDPR of the DAkkS' as well as the DAkkS-rule 71 SD 0 013.

Ensuring impartiality

In order to ensure impartiality according to § 3.1.2, the certification body must continuously
comply with all requirements of ISO/IEC 17065:2012 subs. 4.2.

The certification body must have a mechanism to ensure its impartiality. To this end, the cer-
tification body complies with the requirements of ISO/IEC 17065:2012 subs. 5.2. In particular,
continuous identification, documentation, assessment and elimination or mitigation of risks for
the certification body, its personnel and related bodies is required (see ISO/IEC 17065 subs.
4.2.3,4.2.4, DAkkS 71 SD 0 013 subs. 3.1).

According to the requirements of the DSK, impartiality is only given if, in addition to the re-
quirements under § 3.1.2, the certification body consistently complies with the following re-
quirements (see DSK subs. 4.2.1):

(a) in accordance with Art. 43 (2) lit. a GDPR, separate evidence of the characteristic of in-

dependence must be submitted to the competent data protection supervisory authority as
part of the accreditation process. In particular, the certification body has to submit evi-
dence regarding its financing, insofar as it relates to ensuring impartiality, and evidence
that its tasks and duties do not lead to a conflict of interest (see DSK subs. 4.2.1, 'Chapter
5', EDPB Annex 1 subs. 4.2);

(b)  pursuantto Art. 43 (2) lit. e GDPR, the certification body must demonstrate to the compe-

tent data protection supervisory authority that its tasks and duties do not lead to a conflict
of interest. Such conflicts could arise, for example, from a high dependence on turnover
from clients or other economic pressure on the certification body (see DSK subs. 4.2.1,
'Chapter 5', EDPB Annex 1 subs. 4.2);

(c) inaccordance with ISO/IEC 17065:2012, the certification body must also be a third party

as defined in ISO/IEC 17000:2004. A third party is a body that is an independent party
that assesses the certification object and is not a user of the certification object. According
to the first sentence of Article R 17 (3) of Decision No 768/2008/EC, a certification body
must be an independent third party which has no connection whatsoever with the entity it
assesses. According to paragraph 4 of Article R 17 of Decision No 768/2008/EC, a certi-
fication body, its top-level management and the personnel responsible for performing the
conformity assessment tasks must not be the designer, manufacturer, supplier, installer,
purchaser, owner, user or maintainer of the products being assessed, or the authorised
representative of any of those parties, unless that link does not compromise impartiality
on grounds of minor relevance. The necessary impartiality and separation of the involved
parties must be ensured and documented. A third party is not an entity that concludes
contracts with certification clients. Thus, in particular, contracting authorities, contracting
entities and their organisations which are or may be contractual partners cannot them-
selves be certification bodies. If the certification body is legally separate from such an
organisation, the following paragraph (4) applies.

1 https://www.dakks.de/content/projekt-datenschutz
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According to subs. 4.2.7 of ISO/IEC 17065:2012, the certification body is required to ensure
that activities of legally separate legal entities with which the certification body or the legal
entity to which it belongs has relationships do not affect the impartiality of its certification ac-
tivities (see DSK subs. 4.2.7). A certification body that belongs to or is controlled by a legal
entity (e.g. association or public body) or has other relationships with a legal entity whose
members or shareholders are manufacturers, suppliers, processors or controllers certified by
that certification body can only be considered an independent third party if its independence
in accordance with Art. 43(2) (a) GDPR or impartiality according to subs. 3.13 of ISO/IEC
17065:2012 and absence of any conflicts of interest can be demonstrated. This may be the
case if

(a) the certification body is legally separate from the legal entity, and
(b)  the personnel of the certification body and the legal entity are separate and do not act in

any way on behalf of the certification body, in particular in certification, testing and inspec-
tion procedures (see ISO/IEC 17065:2012 subs. 4.2.8), and

(c) the top management of the certification body commits itself to impartiality in the articles

of association or in the statutes of the certification body, as defined in subs. 4.2.5 of
ISO/IEC 17065:2012, and

(d) ifthe articles of association or statutes contain a section on the independence of the man-

aging director and/or the head of the certification body from instructions, and

(e) in accordance with subs. 4.2.2 of ISO/IEC 17065:2012, there is no relationship of eco-

nomic dependency with the members of the legal entity or the legal entity itself.

Maintaining confidentiality

In general, certification activities must be carried out confidentially. The certification body and
its (outsourced) evaluators must therefore comply consistently with all requirements of
ISO/IEC 17065:2012 subs. 4.5.

Performing certification activities under non-discriminatory conditions

The certification body and its (outsourced) evaluators must comply consistently with all the
requirements of ISO/IEC 17065:2012 subs. 4.4 to ensure that the policies and procedures
under which the certification body operates and its management are non-discriminatory.

Legal responsibility

The certification body must be a legal entity or a defined part of a legal entity so that the legal
entity can be held legally responsible for all its certification activities (see ISO/IEC 17065:2012
subs. 4.1.1).

A certification body should be able to demonstrate to the DAKkS or the relevant data protec-
tion supervisory authority that it has up-to-date procedures in place to demonstrate compli-
ance with the legal responsibilities set out in the conditions of accreditation, including the
additional requirements relating to the application of the GDPR (EDPB Annex 1 subs. 4.1.1).
The certification body is also a controller or processor of personal data (e.g. data from the
cloud provider) and must therefore be able to provide evidence of compliance with the proce-
dures and measures under the GDPR specific to the control and handling of cloud providers'
personal data as part of the certification process (EDPB Annex 1 subs. 4.1.1).

Liability and financing

The certification body must be able to demonstrate that it has assessed the risks arising from
its certification activities and has adequate arrangements (e.g. insurance or reserves) in place
to cover liabilities arising from its areas of activity in the geographical regions in which it op-
erates (see ISO/IEC 17065:2012 subs. 4.3.1, DSK subs. 4.3, EDPB Annex 1 subs. 4.3).
The certification body must have the financial stability and resources necessary for its activi-
ties (see ISO/IEC 17065:2012 subs. 4.3.2).

The certification body has to prove its financial stability (see DSK subs. 4.3, EDPB Annex 1
subs. 4.2). The decision regarding the selection and designation of this documentary evidence
is at the discretion of the DAkkS and the competent data protection supervisory authority. The
evidence must be submitted annually (see EDPB Annex 1 subs. 4.3).

The certification body must have adequate financial loss liability insurance for the scope of its
activities (see DSK subs. 4.3, EDPB Annex 1 subs. 4.3). The calculation of the necessary
coverage is based on a risk assessment of the certification body.
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Provision of information to the public

The certification body must maintain a schedule of responsibilities (see DSK subs. 8.11.1),

(i) to handle requests for information from interested parties
(ii) to enable contact in the event of a complaint about a certification that has been
granted.

The certification body must maintain and make available (through publications, electronic me-
dia, or other means) the following information on request (see ISO/IEC 17065:2012 subs.
4.6):

(a) information about (or reference to) this conformity assessment scheme, including selec-

tion and determination procedures; rules and procedures for granting, maintaining, ex-
tending, limiting, suspending, withdrawing or refusing certifications;

(b)  a description of the means by which the certification body receives financial support and

(c)

general information on the fees charged to cloud providers;

a description of the rights and obligations of cloud providers, including requirements, re-
strictions or limitations on the use of the certification name and its marks of conformity
and how the certification is referred to;

(d) information on procedures for dealing with complaints and appeals in accordance with

Article 43 (2) lit. d GDPR (see DSK subs. 4.6, EDPB Annex 1 subs. 4.6). This obligation
to publish information refers not only to individual incidents, but also to the structure and
procedure for handling complaints by the certification body.

Requirements regarding the structure and resources of the certification body
Requirements regarding the organisational structure and top management

The certification body must consistently comply with the requirements of ISO/IEC 17065:2012
subs. 5.1.

The competent supervisory authority must be notified before a certification body starts oper-
ating an approved European Data Protection Seal from a satellite office in a new member
state (see DSK subs. 7.1.2).

Requirements regarding the personnel management of the certification body

The certification body must employ or have access to a sufficient number of personnel to
cover the staffing needs of its certification activities and to meet the certification requirements.
The certification body must consistently comply with the requirements of ISO/IEC 17065:2012
subs. 6.1.

Requirements regarding the competences of personnel

Personnel must be competent for the tasks they perform, including carrying out the necessary
professional assessments and establishing and implementing basic rules (see ISO/IEC
17065:2012 subs. 6.1.1.1).

The requirements regarding the competences of personnel are defined by the supplementary
requirements of the DSK in its definitive version, which must be met consistently by the certi-
fication body.

The certification body is required to establish, implement, and maintain a procedure for man-
agement of the competences of personnel involved in the certification process (see EDPB
Annex 1 subs. 9.2, DSK subs. 8.10). For this purpose, the certification body must consistently
meet the requirements of ISO/IEC 17065:2012 subs. 6.1.2. This includes, in particular, keep-
ing the knowledge of the personnel up to date in relation to evaluation and decision-making
(see DSK subs. 6.1.2.1). The ongoing training of personnel, for example, with regard to the
developments listed in § 4.5.2 therefore plays an important role in maintaining competence
and must be carried out (see DSK subs. 8.10).

Contract with personnel

The certification body must consistently comply with the requirements of ISO/IEC 17065:2012
subs. 6.1.3.

Integration regarding external resources (outsourcing)
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A certification body may appoint an outsourced, independent, and technically competent con-
formity assessment body or (individual) external evaluators to perform the selection and/or
determination activities in accordance with ISO/IEC 17065:2012 subs. 6.2.2.

The conformity assessment body and outsourced evaluators have a contractual relationship
with the certification body. A contractual relationship must not exist with the cloud provider to
be certified.

The certification body must only outsource selection and determination activities to conformity
assessment bodies and evaluators that comply with the certification requirements described
in this conformity assessment scheme. In particular, the data protection-specific requirements
for conducting certification must be met by the conformity assessment bodies and evaluators
(see DSK subs. 6.1.2.1, 6.2.2).

If the certification body outsources determination activities, the conformity assessment bodies
and outsourced evaluators are required to be accredited in particular according to the relevant
international standard (see ISO/IEC 17065:2012 subs. 6.2, 7.4.5), specifically ISO/IEC 17020
for inspection, ISO/IEC 17021 for auditing management systems, ISO/IEC 17025 for testing,
ISO/IEC 17065 for certification.

The certification requirements of the impartiality of personnel performing the selection and
determination activities set out in this scheme are always applicable.

The certification body must:

(a) take responsibility for all activities outsourced to conformity assessment bodies and eval-

uators;

(b)  plan, control and monitor the performance of selection and determination activities;

(c)

have documented policies, procedures and records for the qualification, assessment and
monitoring of all conformity assessment bodies and evaluators providing outsourced ser-
vices used for certification activities;

(d)  maintain a list of approved conformity assessment bodies and evaluators of outsourced

services;

(e) implement corrective measures for any violations of the certification agreement and other

requirements of this scheme by conformity assessment bodies and evaluators of which it
becomes aware;

inform the cloud provider in advance of outsourced activities to give it the opportunity to
object.

If the qualification, assessment and surveillance of the conformity assessment bodies and
evaluators providing outsourced services are carried out by other organisations (e.g. the
DAKkS or competent data protection supervisory authority), the certification body may take
such qualification and surveillance into account if:

(a) the scope extends to the outsourced activities;
(b) the validity of the specifications for qualification, assessment and surveillance is verified

at regular intervals determined by the certification body.

The certification body requires conformity assessment bodies and outsourced evaluators per-
forming selection or determination activities to sign a contract or other document committing
them to (see ISO/IEC 17065:2012 subs. 6.1.3):

(@) comply with the policies and processes established by the certification body, including

those relating to confidentiality and independence from commercial and other interests;

(b)  complete their work in a non-discriminatory, confidential, and impartial manner;

(c)

disclose any past and/or present affiliations on their part or on the part of their employer
with:

(i) a supplier or developer of products

(ii) a provider or developer of services

(iii) an operator or developer of processes

related to the selection or determination activities of a cloud provider to which they are
assigned; and

(d) disclose any situation that may lead to a conflict of interests involving them or the certifi-

cation body.
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Certification bodies must regard this information as a means of identifying threats to impar-
tiality arising from the activities of the relevant personnel or the organisations that employed
them.

The certification body may, if necessary, establish a procedure for the approval of conformity
assessment bodies and outsourced evaluators. In this case, the approval must be based on
transparent, non-discriminatory, objective standards. Where the certification body carries out
an approval procedure, it may stipulate that it will only accept certification assignments if the
selection and/or determination activities are performed by conformity assessment bodies and
evaluators approved by it.

Requirements regarding internal resources

The certification body must consistently comply with the requirements of ISO/IEC 17065:2012
subs. 6.2.1.

In particular, if the certification body carries out the determination activities with its internal
resources or with other resources under its direct control, it must be accredited according to
the appropriate international standard (see ISO/IEC 17065:2012 subs. 6.2, 7.4.5), specifically
ISO/IEC 17025 for testing, ISO/IEC 17021 for auditing management systems and ISO/IEC
17020 for inspection.

If technical equipment (e.g. servers) and applications (e.g. software for performing technical
tests) are used for the determination (possibly provided externally), the certification body is
required to ensure that the measurement accuracy and/or measurement uncertainty neces-
sary to provide a valid result are achieved. Suitability must be reviewed on an ongoing basis.
The technical resources used must be maintained continuously and their operability ensured.
When using information systems to perform certification activities, it must be ensured that
procedures are in place and implemented to protect the integrity and security of the data.

Requirements regarding certification activities
Records management

The certification body must keep records to demonstrate that all certification requirements for
the certification process have been effectively fulfilled (see ISO/IEC 17065:2012 subs.
7.12.1).

In addition, the certification body must keep statistics on completed and aborted certification
processes (see DSK subs. 7.12).

All records must be kept complete, traceable, up-to-date and audit-proof (see DSK subs.
7.12). This applies both to completed certification processes, those terminated without a pos-
itive decision and ongoing certification processes. For ongoing certification processes, it must
be possible to see which certification criteria have been met and which have not yet been
met.

The certification body must keep records confidential. The records must be transported,
posted, or transmitted in a manner that ensures confidentiality (see ISO/IEC 17065:2012
subs. 7.12.2).

Records must be kept at least for the current and the previous certification cycle (see ISO/IEC
17065:2012 subs. 7.12.3). With a certification validity period of 3 years (see § 5.5.5), the
retention period is therefore at least 3 years at the start of a new cycle and a maximum of 6
years at the end of the current cycle. This period may be extended beyond the validity of the
certification in the event of disputes between the certification body and the cloud provider or
between the cloud provider and the competent data protection supervisory authority, until they
have been resolved (see DSK subs. 7.12).

Dealing with complaints and appeals within the certification process

The certification body must have a documented procedure for receiving, evaluating and mak-
ing decisions on complaints and appeals (see ISO/IEC 17065:2012 subs. 7.13.1, EDPB An-
nex 1 subs. 7.13, 9.3.3, DSK subs. 8.11.2).

A complaint by any person or organisation denotes an expression of dissatisfaction about
certification activities and requires a response from the certification body (see ISO/IEC
17000:2004 subs. 6.5).

In contrast to a complaint, an appeal represents a request by the cloud provider to a certifica-
tion body to review its decision regarding the certification object (see ISO/IEC 17000:2004
subs. 6.4).
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A complaint management system must be established as an integral part of the certification
body’s management system (see DSK subs. 8.11.3); in particular, it must consistently comply
with the requirements of ISO/IEC 17065:2013 subs. 4.1.2.2 lit. ¢, 4.1.2.2 lit. j, 4.6 lit. d and
7.13.

A description of the structure and process for handling complaints and appeals by the certifi-
cation body must be publicly available to all interested parties (see ISO/IEC 17065:2013 subs.
4.6, 7.13, DSK subs. 4.6).

The process for handling complaints and appeals must include at least the following activities
and the certification body is required to ensure that appropriate measures are taken (see
ISO/IEC 17065:2013 subs. 7.13):

(a) procedures for receiving, validating, investigating the complaint or appeal, and deciding

what measure to take in response;

(b) activities to integrate the complaint management system of the respective cloud provider

(see DSK subs. 4.1.2.2);

(c) activities to record complaints or appeals, including measure taken to resolve them.

(7)

(8)

9)

(10)

(11)

(12)

(13)

(14)

(15)
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§4.3.3
(1)

The certification body should provide a contact form or equivalent that is easy to find and use
on its website for making complaints.

When receiving a complaint or appeal, the certification body confirms whether the complaint
or appeal relates to certification activities for which the certification body is responsible and,
if so, the certification body must address it and take any necessary follow-up measure to
resolve the complaint or appeal (see ISO/IEC 17065:2012 subs. 7.13.2, 7.13.3, 7.13.9).

The certification body is responsible for gathering and verifying all the information necessary
(as far as possible) to reach a decision on the complaint or appeal (see ISO/IEC 17065:2012
subs. 7.13.4).

The certification body must define appropriate deadlines for the parties involved and for the
measures to be taken, according to the scope, range and criticality of the complaint or appeal,
in order to manage the process of handling complaints and appeals in terms of time (see DSK
subs. 7.13).

The decision resolving the complaint or appeal is made or assessed and approved by a per-
son (or persons) not involved in the certification activities relating to the complaint or appeal
(see ISO/IEC 17065:2012 subs. 7.13.5, DSK subs. 7.13).

To ensure that there is no conflict of interest, personnel, including those in a senior position,
and those who have provided consultancy services to or are employed by a cloud provider
within the last two years, must not assess or approve the resolution of a complaint or appeal
(see ISO/IEC 17065:2012 subs. 7.13.6, DSK subs. 7.13).

The certification body must explain how the separation of personnel between certification ac-
tivities and the processing of appeals and complaints is ensured (see DSK subs.t 7.13).

On request by the complainant, appellant or another party involved, the certification body
must provide information on the current processing status of a complaint or an appeal (see
DSK subs. 7.13).

The certification body must formally inform the complainant or appellant and all other parties
involved of the outcome and termination of the complaint or appeal procedure (see ISO/IEC
17065:2012 subs. 7.13.7, 7.13.8, DSK subs. 7.13).

In the event of justified complaints, the certification body must inform the competent data
protection supervisory authority (see DSK subs. 8.11.3).

The certification body must record and retain complaints and appeals and the measures taken
to resolve them. The retention period should correspond to at least one certification cycle.
Individual incidents must be published in an appropriate manner (see DSK subs. 4.6).

The scheme owner may be consulted to clarify complaints and appeals if, for example, there
is confusion about certification requirements or criteria. The scheme owner must consider
whether it can contribute relevant information or resources to clarify the situation. There is no
obligation for the scheme owner to provide support.

Management of changes to data processing operations

The certification body requires the cloud provider to inform the body immediately of any
changes that may affect the provider’s ability to meet the certification criteria throughout the
period of validity of the certification. The certification body is required to establish a process
for receiving and handling such notifications from a cloud provider. Examples of changes are
(see ISO/IEC 17065:2012 subs. 4.1.2.2):

AUDITOR - European Cloud Service Data Protection Certification 23



(2)

@)

§4.3.4
(1)

(2)
©)

(4)

(a) changes in legal, economic, or organisational status or ownership and changes in factual

or legal circumstances (see DSK subs. 4.1.2.2);

(b)  changes in organisation and management (e.g. changes in key positions, decision-mak-

(c)

ing processes or technical personnel);
substantial changes to software or hardware which are necessary for the provision of the
data processing operations;

(d) substantial changes with regard to the processing of personal data;
(e) changes in the legal standards relevant to the certification object and in the state of the

(f)

art of technology;
changes to data centres (e.g. change of location);

(g) changes in the involvement of sub-processors with relevance to the data processing op-

eration.

The certification body is obliged to investigate the facts within four weeks and to take appro-
priate measures if information about such changes could have an influence on the conformity
assessment statement (see DSK subs. 4.1.2.2). The certification body must also define how
it ensures that comparable measures are taken in comparable cases. Appropriate measures
are:

(a) use of determination methods (see § 5.2.4) to determine compliance with the certification

criteria affected by the change (see ISO/IEC 17065:2012 subs. 7.11.1); in particular, the
certification body may determine that an interim assessment is required to maintain certi-
fication. The requirements regarding an interim assessment according to § 5.6.4 must be
met;

(b)  the certification body may recommend re-certification with a different scope to the cloud

(c)

provider (see § 5.6.9);
if a non-conformity with certification criteria is detected, implementation of the measures
described under § 5.6.4 in accordance with the requirements specified therein.

The certification body must give the cloud provider the contact details of the person to whom
the cloud provider can report changes to data processing operations and who is responsible
for questions regarding the AUDITOR certification, at the latest when the certification agree-
ment is settled (see DSK ADZ subs. 3).

Management of changes to legal frameworks

The certification body must consistently implement appropriate measures to identify changes
in the legal framework affecting the body or the certification promptly. Examples of changes
include (see DSK subs. 7.10, EDPB Annex 1 subs. 7.10):

(a) legislative amendments;
(b)  adoption of delegated acts of the European Commission;

(c)

decisions of the EDPB;

(d)  court decisions;
(e) further developments in the state of the art of technology (as far as relevant for future

certification and surveillance).

The certification body must promptly inform the cloud provider of any changes to the legal
framework that affect it or the certification (see DSK subs. 7.10).

The certification body is obliged to determine the facts and to take appropriate measures in
the event that such changes could have an influence on the conformity assessment statement
(see DSK subs. 4.1.2.2). Appropriate measures are:

(a) determination methods (see § 5.2.4) to determine compliance with the certification criteria

affected by the change (see ISO/IEC 17065:2012 para 7.11.1); in particular, the certifica-
tion body may determine that an interim assessment is required to maintain certification.
The requirements regarding an interim assessment according to § 5.6.4 must be met;

(b) the certification body may recommend re-certification with a different scope to the cloud

(c)

provider (see § 5.6.9);
if a non-conformity with certification criteria is detected, implementation of the measures
described under § 5.6.4 in accordance with the requirements specified therein.

The certification body must also define how it ensures that comparable measures are taken
in comparable certification processes (also in the event of a change in the certification re-
quirements) (see DSK subs. 7.10).
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(5)  The certification body must also inform the scheme owner if the changes have an impact on
the certification requirements or criteria or are of major importance. If the scheme owner be-
comes aware of changes, it must inform the certification bodies accordingly (see § 2.1.4).

§4.3.5 Management of changes to this scheme

(1)  The scheme owner may make changes to the established certification criteria, certification
requirements and this scheme (e.g. due to changes in the legal framework). The scheme
owner is then required to inform the certification body.

(2) If new or revised certification requirements are introduced under this conformity assessment
scheme, the certification body undertakes to implement those requirements promptly. Where
such changes also affect outsourced evaluators, the certification body informs the outsourced
evaluators of the changes and ensures that the requirements are implemented within a rea-
sonable time and thereafter consistently met by the outsourced evaluators.

(3) A certification body must establish appropriate processes to respond to changes in this
scheme. These include, but are not limited to, the following measures:

(a) a certification body must inform a cloud provider of changes to the certification criteria or
this scheme insofar as those changes affect the provider or its certification;

(b) a certification body must take measures to implement changes to certification require-
ments in a timely manner;

(c) the certification body is obliged to determine the facts for each certified data processing
operation and to take appropriate measures if changes to certification criteria could have
an influence on the conformity assessment statement. Appropriate measures are:

(i) determination methods (see § 5.2.4) to determine compliance with the certifi-
cation criteria affected by the change (see ISO/IEC 17065:2012 para 7.11.1);
in particular, the certification body may determine that an interim assessment
is required to maintain certification. The requirements regarding an interim as-
sessment according to § 5.6.4 must be met;

(i) the certification body may recommend re-certification with a different scope to
the cloud provider (see § 5.6.9);

(iii) if a non-conformity with certification criteria is detected, implementation of the
measures described under § 5.6.4 in accordance with the requirements speci-
fied therein.

§4.3.6  Management of communication with the competent supervisory authority

(1)  The certification body must establish procedures and responsibilities to involve the competent
supervisory authorities in the necessary certification activities (e.g. appeals in relation to
granting certification, see § 5.5.6).

(2) Enquiries from the supervisory authorities must be received, documented and answered
promptly by the certification body.

4.4 Requirements regarding the use of this scheme
§4.4.1 Carrying out certifications in accordance with this scheme

(1)  The scheme owner makes this scheme available on a non-discriminatory basis to interested
certification bodies, in accordance with the requirements of Art. 101 and 106 TFEU (FRAND
agreement).

(2) The scheme owner concludes a licence agreement with interested certification bodies (see
ISO/IEC 17030:2009 subs. 4.3).

(3) The certification body confirms in this licence its agreement to comply with the requirements
of this scheme (see ISO/IEC 17030:2009 subs. 7.2).

§4.4.2 Keeping a register of certified data processing operations

(1)  The certification body maintains a publicly accessible register of certified data processing op-
erations to enable traceability by interested parties (see ISO/IEC 17030:2009 subs. 5.3, subs.
7.1).

(2) For each certified data processing operation, information comprising at least the following
details should be published at the time of certification (see ISO/IEC 17065:2012 subs. 7.8,
DSK subs. 7.8, ISO/IEC 17030:2009 subs. 5):

(a) a clear designation of the certification object;
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(b)  a clear designation of the cloud provider, including the name and address of the cloud

provider;

(c) the certification body, logo of the certification body if applicable;
(d)  the definitive version of the AUDITOR Ciriteria Catalogue according to which conformity

was certified;

(e) the name of the relevant version of the conformity assessment scheme;

(f)

a certification number;

(g) the validity period of the certification, including date of decision and end of certification;
(h)  the certification statement that the certified data processing operations meet the relevant

requirements of the GDPR and the BDSG in accordance with the AUDITOR Criteria Cat-
alogue in its latest version for a specific protection category and specific restorability class;
Information about the initial certification and re-certification (e.g. date of initial certification,
number of re-certifications);

information about any involvement of outsourced evaluators;

(k)  point of contacts for complaints, for example in the event of discovery of hon-conformity;

a brief indication of monitoring activities to maintain certification;

(m) a short report on the certification results, from which the exact certification object (includ-

ing version or functional status), the evaluation procedure (including the criteria on which
the certification is based (with version information if applicable) and an indication of criteria
that were not applicable) and the evaluation result can be deduced (see DSK subs. 7.8).

On request, the certification body must be able to provide timely information to interested
parties explaining the meaning of the mark of conformity and whether a mark of conformity
that has been issued remains valid (see ISO/IEC 17030:2009 subs. 7.1). Questions or con-
cerns of interested parties regarding the mark of conformity must be dealt with in a timely and
expedient way.

All information must be stored in an electronic directory that is accessible via the internet and
can be viewed by the general public. This electronic directory should be easy to access (e.g.
without prior registration).

The certification body must inform the scheme owner how to access the directory (e.g. com-
munication of the internet address).

Use of AUDITOR marks of conformity

The certification body stipulates by legally enforceable agreements that the cloud provider
may use the marks of conformity issued on websites, in (printed) publications, documents,
and other promotional materials (see ISO/IEC 17030:2009 subs. 5.6), provided that no mis-
understandings, ambiguities or misleading statements come about and all provisions of this
scheme and any requirements of the licence agreement between the certification body and
the scheme owner are observed.

In particular, if a mark of conformity refers only to certain data processing operations of a
cloud service or there are other restrictions on the scope (e.g. certain locations), the certifica-
tion body must oblige the cloud provider to ensure in its communications that there is no
misunderstanding and it is clear that the mark does not refer to the entire cloud service, all
locations or other areas (see ISO/IEC 17030:2009 subs. 5.5).

Affixing of marks of conformity to products or product packaging is not permitted (see ISO/IEC
17030:2009 subs. 5.4).

The certification body must take appropriate measures to ensure that marks of conformity
issued comply with the requirements of the scheme (see ISO/IEC 17065:2012 subs. 4.1.3).
The certification body must take measures to minimise misunderstandings, ambiguities and
misleading statements regarding the marks of conformity that could reduce their effectiveness
(see ISO/IEC 17030:2009 subs. 4.2).

The certification body must establish procedures for surveillance of correct use of the mark of
conformity for the certification validity period (see ISO/IEC 17030:2009 subs. 4.2, 7.2, 7.3).
These include in particular:

(@) sample assessment of the correct advertising of the marks of conformity at the time of

initial issue;

(b)  provision of a means of contact (e.g. contact form, e-mail address, etc.) for reporting un-

(c)

lawful or incorrect use of marks of conformity by interested parties;
measures to resolve all complaints concerning the use of the mark of conformity, and
recording of these measures;

(d) sample review of correct use as part of surveillance;
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measures to address misuse of the mark of conformity, including requests for correction
and corrective measures, suspension and withdrawal of certifications, publication of the
misuse or appropriate legal measure. This includes misuse of the mark of conformity by
a party that does not have a contract with the certification body;

Incorrect reference to or misleading use of marks of conformity found in publications or other
publications must be reported to the scheme owner.
Reporting to the scheme owner
The certification body is obliged to send the scheme owner a short report on the operation of
the scheme for scheme improvement at least once a year. This report must contain at least
the following information:
(a) the number of certified data processing operations;
(b)  a brief summary of significant reasons for complaints and appeals;
(c) a brief summary of the main reasons for discovery of non-conformity with the certification
criteria;
(d)  any outstanding issues or points requiring clarification in relation to this scheme;
(e) any suggestions for improving the scheme.
Advertising with and reference to this scheme
Certification bodies and certified cloud providers may refer to this scheme, provided that no
misunderstandings, ambiguities or misleading statements come about.
Reference should be made to the public registrations for this scheme with the DAKkS reposi-
tories or the website of the scheme owner.
The authoritative version of the conformity assessment scheme and a reference date must
be indicated.
In case a reference is made the scheme owner is to be informed informally (e.g. by e-mail) in
a timely manner (within 14 days).
Management system requirements
Establishment of a management system
The certification body must establish and maintain a management system that consistently
meets the requirements of ISO/IEC 17065:2012 subs. 8.1 in accordance with either Option A
or Option B and document, evaluate, control and self-monitor its application (see DSK subs.
8.1, 'Chapter 8 ', EDBP Subs. 8). Regardless of the option chosen, the management system
must fulfil the requirements of this scheme. For this purpose, processes according to the pre-
vious sections must be implemented in the certification body's own management. This in-
cludes in particular (see DSK subs. 8.1.1):
(a) surveillance, control, evaluation and improvement of the structure of the internal pro-
cesses of the certification body with ongoing collection of internal evidence;
(b)  management of the expiry or revocation of the accreditation and prompt notification of the
certified cloud providers of this (see EDPB Annex 1 subs. 9.3.4);
(c) complaint management administration;
(d)  suspension and withdrawal of certification, with documentation of the reasons;
(e) contract management;
() ensuring independence (impartiality/financial stability) and managing the relevant evi-
dence;
(g) publication of certification decisions etc.;
(h)  resources (competence of personnel and external resources);
(i) application management;
() surveillance of changes affecting certifications;
(k)  surveillance of the use of marks of conformity issued.
For this purpose, the management system must provide a methodology for the way in which
these requirements can be achieved and controlled in compliance with data protection and
the way in which they can also be continuously reviewed by the certification body itself (see
DSK 'Chapter 8.
These management principles and their documented implementation must be comprehensi-

ble and must be disclosed by the certification body during the accreditation procedure and at
any time thereafter at the request of the data protection supervisory authority, for example,
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during an investigation in the context of data protection reviews (Art. 58 (1) (b) GDPR) or a
review of certifications granted under Art. 42 (7) GDPR (Art. 58 (1) lit. ¢ GDPR) (see DSK
'Chapter 8').

Update of the evaluation methods

The certification body must establish procedures to update the evaluation methods (see
ISO/IEC 17065:2013 subs. 7.4, DSK subs. 8.9, EDPB Annex 1 subs. 9.1). Updates are re-
quired in the context of changes in the legal framework, the relevant sources of risk, the state
of the art of technology and the implementation costs of TOM.

The procedures must define the necessary steering measures (see DSK subs. 8.9.2) to en-
sure that:

(@)

(b)
(c)

(d)

any relevant changes to the regulatory framework (as per ISO/IEC 17065:2013 subs. 7.4
and the associated extensions in this scheme),

contractual components between cloud provider and certification body,

all relevant emerging (categories of) sources of information technology risk and vulnera-
bilities and

the progress of the state of the art of technology with regard to processing activities and

technical and organisational measures that may be applied to ensure compliance with
legal requirements, in particular with regard to the implementation of data protection prin-
ciples and the security of processing,

are recorded, documented, assessed and reflected in the evaluation methods.

Changes or change processes and their reasons must be documented to enable traceability
(see ISO/IEC 17065:2013 subs. 7.10, DSK subs. 8.11.2).

In addition, it must be ensured that changes to the requirements of the data protection super-
visory authority and the EDPB for criteria catalogues and certification processes are moni-
tored and that these changes are integrated promptly into the certification body's own proce-
dures (see DSK subs. 8.9.2). Coordination with the scheme owner may be required in these
cases. The accreditation body and the competent data protection supervisory authority must
be informed of changes.

The certification body must also ensure that legal acts and requirements of the EDPB or data
protection supervisory authorities are handled promptly and implemented (see DSK subs.
8.9.2). The accreditation body and the competent data protection supervisory authority must
be informed of this.

Documentation on updating evaluation methods must be disclosed to the competent data
protection supervisory authority on request (see DSK subs. 8.11.2).
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5

Requirements regarding the certification process

The AUDITOR certification process comprises the sequential stages of selection (No. 5.1), determina-
tion (No. 5.2), review (No. 5.3), decision (No. 5.4) and attestation (No. 5.5). This is followed by continu-
ous surveillance activities (No. 5.6).

No. 5.1

No. 5.2

No. 5.3

No. 5.4

No. 5.5

No. 5.6

5.1
§5.1.1
(1)

(2)

©)

(4)

(5)
(6)
§5.1.2
(1)
(2)

(3)
(4)

During the selection stage, evaluators carry out planning and preparatory activities to collect
or provide all necessary information and inputs for the subsequent determination activities,
including description and delineation of the certification object (see ISO/IEC 17000:2004 subs.
A.2.1).

The determination activities involve one or more determination methods (e.g. document re-
view or audit) performed by evaluators to obtain complete information about the compliance
of the data processing operations or samples of them with the certification criteria specified in
the AUDITOR Criteria Catalogue (see ISO/IEC 17000:2004 subs A.3.1).

By means of a review, the decision-makers verify whether the selection and determination
activities and their results are suitable, appropriate and effective for assessing whether the
data processing operations fulfil the certification criteria (see ISO/IEC 17000:2004 subs. A.4).
The decision-makers subsequently make a decision whether to grant certification, based on
the determination and review activities (see ISO/IEC 17000:2004 subs. 5.2).

During attestation, the certification body issues the AUDTOR marks of conformity as evi-
dence that compliance with the specified requirements has been demonstrated (see ISO/IEC
17067:2013 subs. 5.1.1).

Surveillance comprises systematic, repeated conformity assessment activities as a basis for
maintaining the validity of the conformity statement (see ISO/IEC 17000:2004 subs 6.1).

Selection
Processing and review of the certification application

The cloud provider is entitled to apply for certification as a data processor (see DSK point
7.2).

The certification body must establish a process for evaluating the acceptance or rejection of
applications for certification. The reasons for rejection must be specified to prevent any arbi-
trary decisions in the evaluation (see ISO/IEC 17065:2012 subs. 4.4.3). Possible reasons for
rejection include cases in which:

(a) the cloud provider is involved in illegal activities;
(b)  the cloud provider has repeatedly violated the AUDITOR certification criteria;
(c)  similar cloud provider-related problems are demonstrably present.

The certification body must refuse to carry out a particular certification

(a) if it lacks the competence or capability for the certification activities (see ISO/IEC

17065:2012 subs. 7.3.4);

(b) if it lacks the resources to carry out all selection and determination activities;
(c) ifits impartiality is at risk.

Acceptance of a certification application is not dependent on the size of the cloud provider or
membership of an association or group, nor on the number of certifications already granted
(see ISO/IEC 17065:2012 subs 4.4.3). There must be no unfair financial or other conditions.
The certification body does not evaluate applications for a specific protection category or re-
storability class. This choice is the sole responsibility of the cloud provider.

The certification body must keep records of the reasons for the decision to accept or reject an
application for certification.

Certification agreement

The certification body must have a legally enforceable certification agreement with the cloud
provider for the provision of certification activities (see ISO/IEC 17065:2012 subs 4.1.2).
The certification body must establish and implement processes for concluding, amending and
monitoring certification agreements (see DSK subs. 7.2, 7.3).

The certification agreement defines the definitive version of the AUDITOR Criteria Catalogue.
The certification agreement establishes this scheme as the governing procedural regulation,
in particular regarding the granting, refusal, suspension, restriction, surveillance, and with-
drawal of certification (see EDPB Annex 1 subs. 4.1.2).
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(14)

(15)

(16)

The certification agreement must include and clearly delineate the responsibilities of the cer-
tification body, any outsourced evaluators involved and the cloud provider (see ISO/IEC
17065:2012 subs 4.1.2).

The certification agreement stipulates the cooperation obligations of the cloud provider (see
§5.1.3).

The certification agreement contains a precise description of the certification object and the
requested protection category and restorability class (see § 5.1.4).

The certification agreement lists the certification criteria which cannot be applied to the spe-
cific certification object, insofar as these are already known (see § 5.1.5). The non-applicability
must be justified.

If the cloud provider seeks recognition of existing certificates for components of its data pro-
cessing operations (see § 5.1.7), these certificates must be included in the agreement with a
precise designation of the certificate to be recognised and the component of its data pro-
cessing operations for which recognition is required.

The planned methods of determination are contractually recorded in the certification agree-
ment (see DSK point 7.4).

If the certification body commissions outsourced evaluators to perform the determination ac-
tivities according to ISO/IEC 17065:2012 subs. 6.2.2, this is documented in the agreement.
The certification agreement describes the consequences of the suspension or withdrawal of
the accreditation of the certification body according to § 4.1.1. The withdrawal of an accredi-
tation has consequences for the cloud providers as clients of the certification body. It must
therefore be pointed out in the certification agreement and regulated in a binding manner that
the certification of the cloud provider is dependent on the accreditation status of the certifica-
tion body. Suspension or withdrawal of that accreditation invalidates the certification (see DSK
subs. 4.1.2.2, EDPB Annex 1 subs. 4.1.2).

The certification agreement describes the concept for the transfer of certifications in the event
of expiry of accreditation within the meaning of Art. 43 GDPR (see § 4.1.1), including the
assessment of the transfer by the DAKKS (see DSK subs. 4.1.2.2).

The certification agreement regulates the publication of information pursuant to Art. 42 (8)
and Art. 43 (5) GDPR by the certification body (see EDPB Annex 1 subs. 4.1.2).

The certification agreement stipulates that a cloud provider is required to provide the compe-
tent data protection supervisory authority with full access to the documentation of the certifi-
cation process, including confidential information about compliance with the certification cri-
teria (see EDPB Annex 1 subs. 4.1.1). The cloud provider must recognise the tasks and pow-
ers of the competent supervisory authority without prejudice (see EDPB Annex 1 subs. 4.1.1).
The certification body must ensure that its certification agreement requires the cloud provider
to comply at least with the following requirements (see ISO/IEC 17065:2012 subs. 4.1.2):

(a) tofulfil the certification criteria consistently (see DSK subs. 4.1.2.2, EDPB Annex 1 subs.

4.1.1), including implementation of appropriate changes when notified by the certification
body (see ISO/IEC 17065:2012 subs. 4.1.2.2);

(b)  to make all necessary arrangements for

(c)

(i) performing determination activities and regular surveillance (in accordance with
the arrangements for surveillance activities in No. 5.6), including consideration
of the review of documentation and records, access to relevant equipment, the
site(s), area(s) and personnel, and the cloud provider's sub-processors (see
ISO/IEC 17065:2012 subs. 4.1.2.2, DSK subs. 4.1.2.2);

(i) (where applicable) the participation of observers (e.g. accreditation assessors
or auditors in training);

(iii) the investigation and handling of complaints (see ISO/IEC 17065-1:2013 subs.
7.13). Specific details about the structure and procedure for the cloud provider's
complaint management, in particular means for integrating the complaint man-
agement with the certification body (see § 4.3.2), must be specified in the cer-
tification agreement (see DSK subs. 4.1.2.2, EDPB Annex 1 subs. 4.1.2).

not to use the certification and marks of conformity in any way that might bring the certifi-
cation body or scheme owner into disrepute, and not to make any statements about cer-
tification that the certification body or scheme owner might consider misleading or unwar-
ranted,;

(d) inthe event of suspension, restriction, withdrawal or termination of certification, to discon-

AUDITOR

tinue the use of all promotional materials containing any reference to certification and take
any measure required by this scheme and any other measure specified by the certification
body;
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(e) when referring to their certification in communication media, such as documents, bro-

(f)

chures or promotional materials, to comply with the requirements of the certification body
and the requirements laid down in § 5.5.2 to use marks of conformity;
to keep records of all complaints made to the cloud provider regarding compliance with
the certification criteria for at least the validity period of the certification and make those
records available to the certification body and the competent data protection supervisory
authority on request; and
(i) take appropriate measures in relation to such complaints and any deficiencies
discovered in the data processing operations that affect compliance with the
certification criteria;
(i) document the measures taken.

(g) toinform the certification body without delay of any changes that might affect its ability to

meet the certification criteria (see § 4.3.3, EDPB Annex 1 subs. 4.1.2). Examples of
changes are given in § 4.3.3

(h)  to observe and comply with those deadlines and process steps resulting from this con-

(17)

(18)

(19)

§5.1.3
(1)

)

©)

(4)

§5.1.4

formity assessment scheme or other regulations (see DSK subs. 4.1.2.2);

to provide cloud users, on request, with sufficient information about the certified protection
category and restorability class, including a justification for the selection of the appropriate
protection or restorability class.

Certification bodies may charge reasonable fees for their activities. The fees are to be speci-
fied in the agreement with the cloud provider. The cloud provider must undertake to provide
the cooperation required for proper certification or, if applicable, the contractually agreed co-
operation at its own expense.

The expected duration of the certification process is agreed between the parties involved and
recorded in the agreement (see DSK point 4.1.2.2).

If the agreement is changed after the certification activities have started, the contract review
must be repeated. Any changes must be made known to all persons concerned (i.e., the
certification body), any outsourced evaluators and the cloud provider.

Cooperation obligations of the cloud provider

The certification body requires that the cloud provider, within the scope of its responsibilities
for the data processing operations, ensures that the certification body has access to manda-
tory information and data and - insofar as is necessary - access to data processing facilities
of all kinds to carry out the certification activities.

In particular, the certification body requires the cloud provider to provide the following infor-
mation (see ISO/IEC 17065:2012 subs 7.2):

(@) arequest to be certified according to the AUDITOR Criteria Catalogue and this scheme;
(b) the protection category and restorability class requested by the cloud provider;

(c)

cloud provider details, including name and address(es) of locations;

(d)  general information regarding the applicant cloud provider relevant to the certification area

applied for, such as its activities, human and technical resources, organisational chart,
market orientation (national, EU, international, selected markets in countries, etc.) and
relationships to any larger body, if applicable;

(e) acomprehensive description of the certification object according to § 5.1.4;

(f)

a comprehensive explanation of the non-applicability of certification criteria according to
§ 5.1.5;

(g) acomprehensive explanation of fulfilment of the certification criteria according to § 5.1.6
(h)  whether consultancy services have been provided by the certification body in relation to

(i)

the data processing operations to be certified and, if so, by whom and when.
contact details of the contact for AUDITOR certification (see DSK ADZ subs. 3).

The certification body sets a reasonable deadline for the cloud provider to provide all infor-
mation (usually two to three months). The certification body obliges the cloud provider to pro-
vide all information promptly according to the milestones, deadlines or other points in time
specified in the certification plan (see EDPB Annex 1 subs. 4.1.2).

In the course of the certification process, the certification body may request further information
and/or documentation which it considers necessary for certification. The certification body
obliges the cloud provider to provide this information.

Description and definition of the object of certification
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(2)

The object of certification (see ISO/IEC 17000:2004 subs. A.2.2) is data processing opera-
tions involving personal data in cloud services, see § 2.2.8.

The certification body must ensure that the cloud provider has given sufficient information for
assessment, delimitation and conclusive definition of the object of certification (see DSK ADZ
subs. 2.1.2). In addition, the cloud provider must help to resolve any ambiguities in the event
of queries. The documentation supplied by the cloud provider must at least contain a detailed

description of the object of certification, which includes

(a)
(b)

(c)
(d)

(e)

(f)

(9)

(h)

(i)

(k)
()

a designation and detailed (functional) description of the data processing operation or
operations within the relevant cloud service to be certified;

a detailed description of all components of the relevant data processing operations so that
a closed structure is ensured,;

documentation of responsibilities of the cloud provider in the data processing operation;
which data is processed in the connection of the object of certification (see DSK ADZ
subs. 2.1.2) and

(i) which data relates to special categories of personal data pursuant to Art. 9;

(i) which data relates to criminal convictions and offences pursuant to Art. 10;
designation and information relating to sites where data processing operations are carried
out (including identification of the head office and other sites and description of activities,
risks per site, legal and contractual arrangements for each site, the degree of centralisa-
tion of processes/activities provided to all sites, the interfaces between the different sites
(see IAF MD 1:2018 subs. 7.1));
information regarding all outsourced operations used by the cloud provider as part of the
data processing operation that affect compliance with the certification criteria. In particu-
lar, sub-processors and the responsibilities and associated tasks in relation to them must
be named (see DSK point 7.2);

a description of the interfaces with and transitions to other systems and organisations/sub-
processors (e.g. in the form of a network plan). The underlying records (e.g. surveillance
protocols, (template) contracts, agreements, guarantees) and other assurances must also
be presented (see DSK point 7.2);

indication of whether personal data is transferred

(i) outside the European Union or the European Economic Area, or

(ii) to international organisations (see DSK ADZ subs. 2.1.2).

It must be noted that in practice, such third-country transfers often occur when transferring
data in the context of maintenance, servicing and support (see DSK ADZ subs. 2.10). In
particular, these activities may be carried out in exceptional cases and must therefore be
considered during the certification process.

the TOM of the cloud provider within the meaning of Art. 28 GDPR;

the technology and IT landscape used, including relevant IT systems, and the interaction
between technology and organisational processes;

organisational processes for carrying out the data processing operations;

the specific data protection risks to which the data processing operations are exposed.

©)
(4)
®)

§5.1.5
(1)

The certification body documents the exact definition of the certification object and makes this
available to the cloud provider for cross-checking.

The certification body provides adequate information about the certification object to the public
on request, while maintaining confidentiality. The aim of disclosure is to create transparency
regarding the specific certification object, as cloud services are complex.

The certification body and the cloud provider can refer to the accompanying document ‘AU-
DITOR certification object' to assist in defining the object.

Non-applicability of certification criteria

For the specific and individual certification object (i.e. the specific cloud service to be certified
and its processing operations) must be established, whether individual certification criteria are
not applicable. Therefor the certification body initially requires the cloud provider to perform
an assessment which certification criteria are applicable depending on each specific certifica-
tion object. The cloud provider documents the identification of non-applicable certification cri-
teria and informs the certification body of them. The documentation should contain as a min-
imum:

(a) alist of the criteria that are not applicable;
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(4)

®)

(6)

§5.1.6
(1)

(2)

@)

(b) a detailed justification per criterion why it is not applicable to the specific certification ob-

ject.

The certification body establishes a process for assessing and documenting the non-applica-
bility of certification criteria. The certification body reviews the documentation supplied by the
cloud provider about non-applicability for correctness and completeness. In particular, the
certification body must ensure that the assessment of non-applicability relates to the specifics
of a specific certification object (i.e. the cloud service to be certified and its processing oper-
ations) and that same decision regarding non-applicability is made for comparable certifica-
tion processes and circumstances in order to prevent the possibility of arbitrariness. A global
or generalised establishment of non-applicability of criteria is not possible. In particular, a free
or arbitrary selection of criteria and the establishment of non-applicability should be pre-
vented.

If the non-applicability of a criterion is confirmed by the certification body, this criterion is not
assessed within the scope of the determination activities. The certification body documents
the verifiable reasons, decision-making rules and extent of non-applicability and the results of
the review.

If the certification body has doubts about the non-applicability of a criterion, the certification
body attempts to resolve the ambiguities. For this purpose, further documents and explana-
tions can be requested from the cloud provider, or determination methods (see § 5.2.4) can
be used by the certification body.

Criteria are not applicable

(a) if the cloud provider cannot perform them because they are outside its area of responsi-

bility. For example, the cloud provider is obliged to assist the cloud user in providing in-
formation according to criterion no. 6.2. However, the criterion does not apply to the cloud
provider’s data processing operations, thereby exempting the cloud provider from provid-
ing information if the cloud user is responsible for the data in question and determines the
applications and files (for example, in the case of Infrastructure-as-a-Service). The same
applies if it is not the cloud provider but the sub-processor who is responsible for access
to data processing systems pursuant to No. 2.3. In this case, criterion No. 2.3 does not
apply to the cloud provider. The cloud provider must, however, assure itself that the sub-
processors comply with the data protection regulations applicable to them (see no. 10.4)
and that they therefore comply with criterion No. 2.3.

(b) if the cloud provider does not carry out the tasks described in the criteria. If, for example,

the cloud provider does not involve sub-processors or if no data are processed outside of
the EU or the EEA, the criteria in Sections V and VI are not applicable.

(c) if the General Data Protection Regulation or the laws that implement it do not absolutely

require their applicability but make their applicability dependent on certain conditions or
“thresholds” that are not met by the cloud provider. This is, for instance, the case when
designating a data protection officer (Art. 37 (1) and (4) GDPR in conjunction with Sec.
38 BDSG) or when maintaining a record of processing activities (Art. 30 (5) GDPR).

(d) if the fulfilment of the criterion prevents a legitimate purpose of the data processing from

being achieved. For example, a provider of an e-mail service cannot anonymise the mail
headers, since otherwise the delivery of e-mails cannot be guaranteed, with the result that
it cannot be required to carry out such an anonymisation.

If the cloud provider or the certification body determines that certification criteria are not ap-
plicable due to the specific circumstances and characteristics of the data processing operation
(e.g. when determining the object of certification or during determination and review activities),
this must be justified, explained in detail and documented.

Statement regarding fulfilment of the certification criteria

The certification body requests a detailed statement from the cloud provider regarding fulfil-
ment of the certification criteria to prepare and carry out subsequent determination activities.
A statement should present correctly and completely for each certification criterion how the
cloud provider implements the criterion. There should be separate explanations for the sub-
items of the respective criterion (e.g. explanation for criterion No. 2.2 (2)). Furthermore, the
statement may contain a reference to the corresponding documentation (e.g. process docu-
mentation, logs, intranet, wiki, etc.) or systems.

The certification body may offer an electronic template for statements to assist cloud provid-
ers.
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The cloud provider assures the certification body that the measures mentioned in the state-
ment have been fully implemented.

Recognition of existing certificates

If the cloud provider seeks recognition of existing certificates for components of its data pro-
cessing operations, the certification body must immediately examine whether and to what
extent recognition can be granted.

There are only three possibilities within the certification process for recognising other certifi-
cates (see DSK ref. 7.4, ISO/IEC 17065:2012 ref. 6.2.2.4):

(@) The certificate has been issued by an accredited certification body (e.g., an ISO/IEC

27001 certificate by an accredited certification body);

(b)  The certificate has been issued by a body that has undergone an assessment among

peers (according to ISO/IEC 17040:2005);

(c)  The certificate has been issued by a governmental certification body on a legal basis (e.g.,

©)

(4)

®)
(6)
(7)

(8)

9)

(10)

(11)

(12)

Cyber Security Act).

A complete certification report (including a report about determination activities and their find-
ings) is necessary for an assessment of the recognition. If this is not possible (e.g. no disclo-
sure of the documents for legal or contractual reasons), the cloud provider must provide suf-
ficientinformation to enable an assessment of the certificate (see DSK para. 7.4, EDPB Annex
1 para. 7.4). A certificate or similar marks of conformity are not sufficient in this regard.
Furthermore, the documentation for the existing certificate must contain a precisely described
certification object and a description of the interfaces with or transitions to other systems and
organisations (e.g., ISO/IEC 27001 Statement of Applicability, SoA).

The data processing operation to be certified must be part of the scope of the existing certifi-
cate (e.g. data processing operation is part of the ISMS certified according to ISO/IEC 27001).
Certifications underlying the certificate must be completed at the time of application (see DSK
point 7.4).

If the certification body recognises certificates for components of data processing operations,
a complete assessment of these components is not required. However, the certification body
must validate ongoing compliance with the criteria (of the submitted certificate) at least on a
sample basis for critical evaluation of existing certificates.

An assessment of the interaction of the recognised component of the data processing opera-
tion with other components, in particular the interfaces relevant to this interaction, is also re-
quired.

If irregularities arise within the scope of AUDITOR certification with regard to recognised cer-
tificate (e.g. presumption of non-conformities), the determination activities must be expanded
within the scope of the ongoing certification process and, if necessary, extended to the entire
object that has already been certified (see DSK para. 7.4, EDPB Annex 1 para. 7.4).

The certification body must justify and sufficiently document recognition, in particular regard-
ing the protection category and the restorability class. It must be documented how and to what
the recognition takes place and what concrete effects this has on the remaining scope of
determination and the determination activities (see DSK subs. 7.4).

The certification body must note the validity period and expiry date of the recognised certifi-
cates and keep them for the decision (see § 5.5.5). The ongoing validity of the recognised
certificate is checked by the certification body at least as part of its surveillance activities. In
addition, the certification body obliges the cloud provider to inform it with sufficient time in
advance if a recognised certificate loses its validity as scheduled (i.e., at the regular expiry of
the validity period) or in an unscheduled way (i.e. before the end of the regular validity period
noted by the certification body) and what measures the cloud provider wants to take (e.g. re-
certification). If the cloud provider does not seek re-certification of the recognised certificate,
at least the area originally covered must be reassessed by the certification body to maintain
the validity of the AUDITOR certification.

When considering recognition, the certification body has to assess the material and proce-
dural equivalence of the results of conformity assessments to ensure an equal level of confi-
dence in conformity (see DSK subs. 7.4, ISO/IEC 17000:2004 subs. 7.4):

(a) A material equivalence exists if the other certificate is based on certification criteria that

are comparable to or exceed those of the AUDITOR catalogue of criteria regarding the
level of protection. The certification body determines the protection category and restora-
bility class under which the certificate is recognised.
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5.2

(b) A procedural equivalence exists if the other certificate was issued based on an accredited

certification process that offers a comparable guarantee for proper determination and cer-
tification activities.

As a general rule, certificates issued by an accredited certification body, and thus in particular
approved data protection certifications according to Art. 43 GDPR, are equivalent. There are no
effects on the period of validity of the submitted certificates.

(13)

(14)

(15)

(16)

1.8
(1)

Other certificates issued which are not covered by (2) cannot be recognised within the scope
of the AUDITOR certification.

Other certificates and their results reports can only be submitted by the cloud provider and, if
appropriate, reviewed by the certification body during its determination activities. However,
compliance with the AUDITOR certification criteria must be fully verified by the certification
body by means of other suitable determination methods.

The AUDITOR Criteria Catalogue contains per criterion individual implementation guidance.
“Implementation guidance” serve as guidance using typical examples for understanding and
implementing the criteria; however, they are not binding. Implementation guidances are also
not conclusive but they describe central implementations of the criteria. The implementation
guidance are based on existing industry standards, norms and best practices as appropriate.
For example, with regard to the criteria under no. 2 for the assurance of data security, in
particular, it is referred to ISO/IEC 27002 and BSI C5. Reference to these standards and
(industry-specific) best practices, however, do not give any indication of possible recognition
within the framework of AUDITOR certification. In particular, the possibilities of recognition
described in (2) apply. As a consequence, a BSI C5 certificate will not be able to be recog-
nised in the AUDITOR framework even though it is referred to in the implementation guidance.
Further information is also provided in the supplementary document 'AUDITOR Concept of
Modularity’.

Evaluation of the information and documentation provided by the cloud provider

The certification body carries out an assessment of the information received by the cloud
provider (commonly known as "stage 1 auditing") to ensure that (see ISO/IEC 17065:2012
subs 7.3.1):

(a) the information about the cloud provider and the data processing operation is sufficient to

carry out the certification process;

(b) the certification body is able to arrive at a sufficient understanding of the data processing

(c)

operation;
all known differences in understanding between the certification body and the cloud pro-
vider have been resolved;

(d) the certification object and scope of the certification are defined;
(e) the resources are available to carry out all selection and determination activities;

(f)

(2)

©)

(4)

the certification body has the technical and legal competence and ability to perform the
requested certification activities for the cloud provider's individual certification object. In
the absence of experience with the certification object or the cloud service type, the cer-
tification body must demonstrate both technical and legal competence for the certification
activities of the individual request to an appropriate extent (see DSK subs. 7.3, EDPB
Annex 1 subs. 7.3).

The certification body must draw the attention of the cloud provider to the further types of
information and records that may be required for a detailed determination in accordance with
section 5.2 (commonly known as a "stage 2 auditing").

If information cannot be provided to the certification body because it is confidential or sensi-
tive, the certification body determines whether the data processing operation can still be ad-
equately assessed. If the certification body concludes that it is not possible to assess the data
processing operation adequately without reviewing the identified confidential or sensitive in-
formation, it advises the cloud provider that the certification process cannot proceed until ap-
propriate access has been agreed and a confidentiality agreement has been reached.

The certification body has the right to suspend or cancel the certification process if the cloud
provider does not comply with the obligation to provide information and/or documentation (see
DSK subs. 7.4).

Determination
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Calculating the time required for determination activities

The certification body must have documented procedures for calculating the time required for
performing determination activities (see ISO/IEC 17065:2013 subs. 7.4.1). In particular, the
certification body must calculate for each cloud provider the time required to plan and conduct
a complete and effective determination.

The determination time should be as short as possible to facilitate certification of small and
medium-sized cloud providers (within the meaning of Art. 42 (1) GDPR). At the same time,
the scope and depth of the determination activities must be as great as possible to ensure
the validity of the protection statement in the AUDITOR certification and compliance with the
requirements of the General Data Protection Regulation.

The duration of the determination activities and its justification must be recorded.

The specified determination period can be extended if, for example, particular findings were
made during the determination activities (e.g. the need for examination of additional locations,
greater complexity of the data processing operations than originally envisaged) or if subse-
quent checks are necessary.

Appendix A: Definition and calculation of the determination time provides binding guidelines
for calculation of the time required.

Planning the determination activities

The evaluators prepare a determination plan prior to carrying out the determination activities
(see ISO/IEC 17065:2012 subs. 7.4.1), which includes as a minimum information about the
time schedule and the determination methods to be used. The determination plan is submitted
to the cloud provider.

The certification body designates personnel to carry out each determination task it performs
with its internal resources (see ISO/IEC 17065:2012 subs 7.4.2).

Objects of determination

The determination is made on the basis of the clearly defined description of the certification
object. The entire certification object, including all technical and organisational processes or
series of processes, must comply with the applicable certification criteria of the AUDITOR
Criteria Catalogue in the relevant version.

The subject of the determination activities is also the interaction of the data processing oper-
ations or their components with other components, data processing operations or services.
This includes consideration of any interfaces with sub-processors.

In order to determine conformity with the certification criteria of the AUDITOR Criteria Cata-
logue, different objects of determination can be assessed. A cloud service is composed of
one or more data processing operations. A data processing operation can comprise determi-
nation objects, including legally binding agreements (4), processes (5), provider characteris-
tics (6), service characteristics (7), infrastructure components (8), software architecture (9),
the development environment (10), personnel of the cloud provider (11) and the (data protec-
tion) management system (12).

If legally binding agreements are the object of determination, the characteristics and contents
of contracts or agreements with cloud users or subcontracted processors are assessed.

A process or appropriate, accurate process documentation may be reviewed to confirm con-
formity with the certification criteria.

An examination of provider characteristics includes the assessment of characteristics and
features of the cloud provider, such as the underlying organisational structure.

Service characteristics include, in particular, cloud service features and functions that are
directly visible to the cloud user and must be verified.

An attestation may include infrastructure components which are physical objects such as
hardware components or the data center infrastructure.

The testing of software architecture and its components includes virtual objects, such as
source code, as well as the composition and interactions of the individual components of the
data processing operations.

Testing of the development environment includes development methods used, a secure test
and development environment separate from the production system, and acceptance tests.
An assessment of cloud provider's employees may be necessary, for example, to ensure their
professional or personal suitability.

The audit of the (data protection) management system is necessary to identify whether the
cloud provider has implemented a system for managing the relevant aspects of its activities,
products and services that is in line with the organisation's policy and the certification criteria.
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Determination methods

The determination activities must be conducted impartially and structured and managed in
such a way as to ensure impartiality (see ISO/IEC 17065:2012 subs 4.2). The evaluators must
not allow commercial, financial, or other pressures to compromise impartiality.

Depending on the certification criterion, the determination activities (commonly known as
"stage 2 auditing") include a review of documentation provided by the cloud provider (3), in-
spections (4), tests (5), audits (6), and/or development and design reviews (7).

Document review (in the sense of ISO/IEC 17020). In the document review, the evaluator
verifies compliance with the certification criteria based on the information in the cloud provid-
er's documentation. A cloud provider submits relevant documents, (technical) logs, certifi-
cates and other documentation. A legal analysis takes place (e.g. of the legally binding agree-
ments) to ensure that the applicable legal criteria are met. In addition, certificates of persons
(in the sense of ISO/IEC 17024) for proof of competence of the personnel or an individual
(e.g. the data protection officer) and to ensure an appropriate level of data protection can be
assessed within the scope of a document review. A document review must always be supple-
mented by appropriate determination methods to ensure that the documented instructions,
procedures, rules, etc. are also implemented consistently by the cloud provider.

Inspection (in the sense of ISO/IEC 17020). An inspection examines the conformity of a prod-
uct or process with specific requirements (in this case the GDPR and the certification criteria).
Inspection parameters include questions about the quantity, quality, safety, suitability and
continued compliance with security of equipment or systems in operation. For AUDITOR cer-
tification, compliance with appropriate technical and organisational measures pursuant to Art.
32 (1) lit. a to d GDPR is examined by means of a (legal) inspection. The inspection may
include all phases within the scope of the life cycle of the objects of determination, including
the development phase. During the inspection, data processing operations can be carried out
in the context of service use, for example, in order to assess the functioning and results of the
operations. An evaluator compares the expected results according to the available documen-
tation with the actual results produced by use in service. Thus, the evaluator has no insight
into the internal processing steps of the processing operations ('black box test'). In addition,
a process or a series of processes can also be initiated and the actual execution monitored
('monitoring') or logs of the process execution checked (‘white box test').

Testing (as defined in ISO/IEC 17025:2017). A test involves means and measurements to
examine the data processing operation or the certification object and to determine their com-
pliance with the certification criteria. For example, an asset test may be conducted by exam-
ining an asset (e.g. hardware or software code and associated documentation, if applicable).
The test may be conducted on the premises of the cloud provider, under the instruction of one
of its employees or independently by the evaluator. The cloud provider must be informed in
advance of the test and provides the evaluator with, for example, necessary access (e.g. test
accounts) or (technical) logs about execution of the process to perform the test. If necessary,
the evaluator selects suitable test data. This includes randomly generated values which allow
realistic and functionally compliant testing of operation. An evaluator may use appropriate
testing products and services (provided externally where appropriate) to test and monitor the
process (see ISO/IEC 17025:2017 subs 6.6). The testing products and services used must
be documented in the determination report. In the case of invasive test procedures or proce-
dures that could lead to an impairment of data processing operations of the cloud service,
coordination with the cloud provider is essential. The cloud provider is obliged to support the
evaluator in implementation of the test. For AUDITOR certification, compliance with suitable
technical and organisational measures pursuant to Art. 32 (1) a) to d) GDPR is checked by
means of a (legal) test. For example, security tests can be used to determine correct and
effective encryption of data. When conducting security tests, please refer to ISO/IEC
15408:2009 and ISO/IEC 18045:2008-018.

Audit (as defined in ISO/IEC 17021-1:2015). An audit is performed for the purpose of certifying
the cloud provider's (data protection) management system (see ISO/IEC 17021-1:2015 subs
3.4) in order to verify that the cloud provider uses a system for managing the relevant aspects
of its activities, products and services that is in accordance with the organisation's policy and
the certification criteria. Audits may be conducted on-site, remotely or using a combination of
the two (see 1ISO 19011:2018-10 subs 5.5.3). Use of these methods should be appropriately
balanced, among other things by considering the risks and opportunities involved. In particu-
lar, interviews, observations and exams may be conducted as part of the audit to determine
information about knowledge and skills and the extent to which processes and the manage-
ment system are actually put into practice by the cloud provider. Interviews with employees
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of the cloud provider or other persons involved in the provision of the data processing opera-
tions can be used to determine the facts about specific aspects and to check the correctness
of the documentation (see ISO/IEC 17021-1:2015 subs. B.4). Interviews should be used in
particular to check aspects identified as critical by the evaluator. Interviews can be conducted
in writing or in person. They are conducted as oral interviews regarding central aspects. If an
on-site interview would be disproportionate, it can be conducted in the form of video confer-
ences. Observing a person performing a task can provide direct evidence of competence
through the application of knowledge and skills thus demonstrated to achieve a desired out-
come (see ISO/IEC 17021-1:2015 subs B.5). Written, oral and practical examinations can
provide good and well-documented evidence of existing knowledge and skills, depending on
the methodology used (see ISO/IEC 17021-1:2015 subs B.6). An on-site audit includes an
inspection of the procedures and technical equipment on the premises of the cloud provider.
In the context of the AUDITOR certification, (legal) audits are carried out to verify the correct
establishment, maintenance and upkeep of a data protection management system (within the
meaning of Art. 24 and 25, 32, 33, 34 and 37 to 39 GDPR). The establishment of a data
protection management system should ensure a constant level of data protection for the cer-
tified cloud service. For further literature on carrying out audits, please refer to ISO/IEC 17021-
1:2015 subs. 9.4 and ISO 19011:2018-10. For remote audits, please refer to IAF MD 4:2018.
Development and design review (in the sense of ISO/IEC 17020). A development review in-
cludes the review of development methods and procedures and, if required, a review of the
test systems and environments used in the development of hardware and software to deliver
the data processing operations. The design review may include review of the selected archi-
tecture, database diagrams, data flow diagrams, design decisions, but also the configuration
of the cloud service to provide the data processing operations. A development and design
review should also include a legal analysis to ensure that the applicable legal criteria are met.
A legal design and development review may be required as part of the compliance review
under Article 25 GDPR or as part of the review of the data protection impact assessment.
The determination methods to be used are specified in the accompanying document 'AUDI-
TOR Investigation Methods' for each certification criterion and must be applied accordingly
by the evaluators.

Determination methods can be combined, if necessary, to gather (additional) well-founded
information about the subject of the determination.

The determination may be made on a sample basis in accordance with § 5.2.5.

The determination methods must take account of the relevant international standards. The
relevant international standards are ISO/IEC 17025 for testing, ISO/IEC 17020 for inspection,
ISO/IEC 17021 for audits of management systems and ISO/IEC 17024 for certification of per-
sons. Reference should also be made to the "Information sheet on accreditation procedures
in data protection™.

An evaluator must ensure that not only sufficient documentation is available as evidence, but
also that the documented measures are implemented and put into practice on an ongoing
basis by the cloud provider and its personnel. A continuous legal analysis should be carried
out during determination activities. For example, evaluators not only review the agreements,
but also their concrete implementation by the cloud provider as a processor by means of
suitable additional determination methods to ensure that the applicable legal criteria are ful-
filled.

The certification body must establish a procedure to ensure integrity and reliability of the col-
lected information during determination activities. In particular, the certification body has to
document how the integrity of information supplied by the provider itself can be ensured
through concrete verification or other controls by the certification body.

The performance of individual determination activities must be recorded. The records include
the date and identity of the persons responsible for each determination activity. Observations,
data and calculations are recorded at the time they are made and attributed to the specific
determination activity. Changes to the records of earlier versions or to original observations
should be traceable.

Determination results and certification-related records must be protected against unauthor-
ised access and protected against manipulation and loss.

Choice of samples during determination activities

2 https://www.dakks.de/files/Dokumentensuche/Dateien/M%20Informationssicherheits-Management-
systeme_Datenschutz_20211025_v1.1.pdf
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A certification body may conduct a sampling when it is neither practical nor cost-effective to
review all available information holistically during a determination. For example, records may
be too numerous to justify checking every element of the population.

As a rule, a sampling includes the following steps:

(a) Determination of the objectives and reasons for the sampling;

(b)  Establishment of the population to be sampled;

(c)  Selection of a sampling method (e.g. decision-based or statistical sampling);

(d) Determination of the size of the sample to be taken;

(e) Completion of the sampling activity;

(f) Compilation, assessment, reporting and documentation of the results.
The sample must be selected at least sufficiently broadly, that a representative sampling can
be drawn in respect to the population.
When sampling all objects of determination can be involved (s. § 5.2.3), insofar as these could
be affected by the certification criteria.
Decision-based sampling or statistical sampling can be applied.
Decision-based sampling relies on the competence and experience of the evaluators to de-
termine samples.
Statistical sampling methods use a sample selection procedure based on probability theory.
The evaluators must keep records of sampling that is part of the determination activities.
These records must include, where applicable, the following:

(a) areference to the sampling procedure applied and any sampling criteria used for the as-

sessment (e.g. what is an acceptable sample);

(b)  the date when the sample was taken;

(c) ajustification for sampling;

(d) the object of determination for which a sample is taken;

(e) description of the population;

() data identifying and describing the sample (e.g. size, number, quantity, name);

(g) adesignation of the personnel taking samples;

(h)  information on the software or hardware used for sampling (if used);

(i) if applicable, the statistical parameters used,;

0] the result of the sample collection.
Reference is made especially to ISO 19011:2018 when sampling during auditing.
Determination with several locations
In situations where the cloud provider performs a data processing operation at multiple loca-
tions, such locations must be included in the determination plan (see IAF MD 5:2015 subs
9.1).
The certification body must have documented procedures for carrying out multi-site determi-
nation activities (see IAF MD 1:2018 subs 7). These procedures state how the certification
body ensures that a data processing operation is performed at all sites and that the operation
meets the certification criteria at all sites.
The multi-site determination procedures carried out should be documented and assessed for
effectiveness (including principles and procedures for determination) (see IAF MD 5:2015
subs 9.4).
The certification body requires the cloud provider to identify a central site (not necessarily the
head office of the organisation) where processes/activities/systems relevant to the provision
of the data processing operation are planned, performed or operated and controlled (key ac-
tivities) and, as appropriate, a number of secondary sites (permanent, temporary or virtual)
where similar or additional processes/activities/systems are fully or partially performed (see
IAF MD 1:2018 subs 2.4, 5.2, 5.6).
Locations must be fully included in the determination if key activities of the cloud provider are
carried out at them (e.g. operation of the computing infrastructure, insofar as the cloud pro-
vider is responsible for this). Thus, the central site must be assessed as a minimum.
Sampling from secondary sites is permitted, especially if those sites perform very similar pro-
cesses/activities (see IAF MD 1:2018 subs 4.6, 6.1.1.1). However, sampling must result in a
representative selection of the different sites and ensure that all criteria included in the scope
of certification are verified (see IAF MD 1:2018 subs 6.1.2.1).
When determining the size of the sample, the certification body must consider the following

(see IAF MD 1:2018 subs 6.1.3):
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Example:

The certification body must have a documented procedure for determining the size of the
sample.

The certification body must document each sampling procedure carried out.

The minimum number of sites to be assessed per determination is:

(i) Initial test: the size of the sample must be the square root of the number of
secondary sites: (y=Vx), rounded to the higher integer, where y = the number
of secondary sites to be included in the sample and x = the total number of
secondary sites.

(ii) Surveillance test: the size of the annual sample must be the square root of the
number of sites multiplied by the factor of 0.6 as a coefficient (y=0.6*Vx),
rounded up to the nearest integer.

The central site must be assessed during each initial certification and at least once a year
as part of the surveillance.

At least 25% of the samples must be selected randomly (see IAF MD 1:2018 subs
6.1.2.2). The remainder are selected in such a way that the differences between the sites
selected over the certification validity period are as large as possible (see IAF MD 1:2018
subs 6.1.2.3). In addition, each site must be inspected at least once during the certification
validity period.

The size or frequency of the sample is increased if the risk analysis of the certification
body for the data processing operation or the secondary sites reveals special circum-
stances (e.g. changes in the location, results of internal audits of the cloud provider,
changes in risks).

If the structure of the cloud provider changes (e.g. addition of a new site), the certification
body will adjust the sampling procedures. This includes considering whether to assess
the new site(s).

- 1 central site (head office): Inspection at each determination cycle (initial assessment and sur-
veillance)

- 4 national branches: Sample = 2: at least 1 at random

- 27 regional offices: Sample = 6: at least 2 at random

(8) Certification bodies must have documented procedures to restrict sampling procedures where
they are not appropriate to provide sufficient confidence (see IAF MD 1:2018 subs 6.1.1.4,
6.1.2.4, IAF MD 5:2015 subs 9.2, 10.3). Such limitations may be imposed by the certification
body in relation to the following factors:

(a)
(b)
(c)
(d)
(e)
()

(9)
(h)
(i)

()

(k)

(P)
(@)

the risks to a data processing operation for a site;

total number of personnel at the site;

significant differences in the size of the sites;

complexity of the activities at the site;

deviations in the business purpose of the sites;

deviations in working procedures or the activities carried out;

complexity of the information systems at the various sites;

possible interactions with critical information systems;

existence of several/separate data protection management systems per site;

variations in the design and operation of the controls;

records of complaints and other relevant aspects for corrective and preventative
measures;

data and information security incidents at the individual sites;

results of internal audits at the sites and management assessments or previous certifica-
tions;

deviating legal requirements;

differences in culture or language;

geographical location distribution;

permanent or temporary nature of sites.

(9) If the certification body determines that a sample-based procedure cannot be applied, an in-
dividual assessment of the sites is required (see IAF MD 1:2018 subs 1, 4.6, 6.2):

(@)

the determination plan must include an initial assessment for all sites;
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(b)  for surveillance activities, 30% of all sites, rounded to the nearest whole number, must be

(c)

assessed annually;
each determination must include the central site;

(d) the sites selected for the second surveillance procedure will usually be different from those

(10)

selected for the first.

Typically, on-site assessments would be carried out at secondary sites. However, the follow-
ing procedures should be considered as possible alternatives to replace some on-site assess-
ments (see IAF MD 5:2015 subs 9.3):

(a) face-to-face interviews or meetings or conference calls with the cloud provider;
(b) verification of activities at secondary sites on the basis of documents;
(c) remote retrieval of electronic sites containing records or other information relevant to the

data processing operation and the secondary site(s) being assessed;

(d) use of video and telephone conferencing and other technologies that enable effective
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remote investigation.

Determination activities in the case of third country transfers of data

Insofar as a third country data transfer cannot be excluded within the scope of the certification
object, the certification body must check whether the relevant criteria for the third country
transfer are met. Special attention should therefore be paid to the determination activities of
the criteria under Nos. 1.4, 3 and 11 in the AUDITOR Criteria Catalogue.

In the case of a third country transfer, evaluators must therefore determine and document (1)
whether the cloud provider complies with its obligations under Article 28 GDPR, in particular
whether the transfer in question is covered by instructions from the data controller, and (2)
the extent to which the specific requirements under criteria catalogue No. 11 are followed (see
DSK ADZ subs. 2.10).

Determination report

The evaluators produce a determination report based on the determination activities, present-
ing the results of the determination accurately, clearly, unambiguously and objectively (see
ISO/IEC 17065:2012 subs 7.4.9, DSK subs 7.4).

In general, the determination report must reflect the two assessed levels of the cloud provider:
first, the data protection management system of the cloud provider as an organisation, and
second, fulfilment of the certification criteria in relation to the data processing operation to be
certified.

The determination report must contain at least the following information:

(a) clear headings, so that all parts of the determination report can be identified as part of a

complete report, and a clear indication of the end of the report;

(b)  the date of issue of the report;
(c) details of the evaluators who carried out the determination process, including the name

and company address;

(d) details of the cloud provider, including the name and address;
(e) a detailed description of the object of certification, indicating all relevant data processing

(f)

operations, so that a closed structure is ensured (see § 5.1.4);
a representation of the chronological sequence, including at least the start and end dates
of the determination;

(g) a description of the scope of the determination, indicating the locations and premises at

which the determination was conducted, including if conducted at the cloud provider's
premises or at locations other than the evaluators' or certification body's permanent prem-
ises or associated temporary or mobile premises;

(h)  the measures used by the evaluators for determination, in particular information on meth-

(i)
1)

ods of determination according to § 5.2.4 and, if necessary for understanding, a justifica-
tion of their use;

a list of the determination objects assessed (see § 5.2.3);

information on the use of technical testing software and hardware (e.g. programs used to
conduct technical assessments);

(k)  an indication of the certificates recognised by the certification body and the results of the

()

AUDITOR

sample verification;
a statement on verification of the interaction between the data processing operations;
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(m) if applicable, information on special determination conditions, such as environmental con-

ditions;

(n) if applicable, the determination inaccuracies that can occur or risks that exist in relation to

determination accuracy, repeatability and reproducibility (see ISO/IEC 17007 subs. 5.4.1);

(o)  adescription of the implementation of the data protection management system;
(p)  adescription of the implementation of the individual certification criteria. The level of detail

of the description must at least be comprehensive enough to include all necessary infor-
mation to enable a clear assessment of conformity with the individual certification criterion
without doubt and without uncertainties;

(q) if required, a statement of conformity for each of the certification criteria. Evaluators must

(r)

present the statement of conformity in such a way that the results to which the statement
of conformity applies are clear, which certification criteria are met or not met by an object
of determination and which decision-making rule was applied. Opinions and interpreta-
tions of statements from determination activities must be clearly distinguished from state-
ments about conformity;

a declaration by an evaluator that he/she has fulfilled the certification requirements of this
conformity assessment scheme regarding independence and impartiality and that there
is no bias.

The complete determination report must be made available during the accreditation procedure
and at any time at the request of the data protection supervisory authority (see EDPB Annex
1 subs. 7.4).

Evaluators must take responsibility for all information provided in the report, unless the infor-
mation is provided by the cloud provider or a third party. Data provided by a cloud provider,
or third party must be clearly identified as such. In addition, the report must include a state-
ment if the information is provided by the cloud provider or a third party and may impact the
validity of the findings.

The evaluators make the determination report available electronically or as a hard copy to the
certification body and the cloud provider and grant them unrestricted rights of use. The cloud
provider may only make the determination report available to third parties in full, with an indi-
cation of the date of issue, and may impose appropriate restrictions on use by such third
parties. The certification body may reserve the right of publication and public reproduction
within the meaning of Section 15(2) UrhG.

If a report that has been issued needs to be amended or reissued, any changes to the infor-
mation must be clearly identified and, where necessary, the reason for the change must be
included in the report. Amendments to a report after it has been issued may only be made in
the form of a separate document or data transmission in which the words "Amendment to
report, document ID ... [or other identification]" or equivalent wording appear. If it is necessary
to issue a completely new report, this report must have a unique designation and contain a
reference to the original which it replaces.

Review
Review of the results of the determination activities

The decision-makers assess the fulfiiment of the certification criteria of the AUDITOR Criteria
Catalogue by the data processing operations in relation to a specific protection category and
restorability class based on the findings from the evaluation (i.e. selection and determination
activities). This requires a review of the fulfiiment of each individual certification criteria and
of overall fulfilment of the entire certification criteria of the AUDITOR Criteria Catalogue, each
in relation to a specific protection category and restorability class.

The review must be carried out by personnel of the certification body (decision-makers) who
have not been involved in determination activities in order to prevent possible conflicts of
interest and ensure impartiality (see ISO/IEC 17065:2012 subs. 7.5.1, DSK subs. 7.5). The
certification body must demonstrate that the person(s) responsible for the review were not
directly or indirectly involved in the determination activities. The implementation of these re-
quirements and their results must be documented as part of the review (see DSK subs. 7.5).
Recommendations for a certification decision based on the review must be documented un-
less the review and certification decision are made simultaneously by the same person (see
ISO/IEC 17065:2012 subs. 7.5.2). The certification body must report its decision in such a
way that it is clear to which results the statement of conformity applies, which certification
criteria are met or not met by a certification object, and which decision-making rule was ap-
plied.
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The certification body may collect additional information and evidence from the cloud provider
to the extent necessary for the review.

If individual certification criteria of the AUDITOR Criteria Catalogue are not applicable to the
respective certification object (see § 5.1.5), this must be indicated and justified separately
within the framework of the justification of the overall result.

The review results in a recommendation for the certification decision.

Non-conformities with certification criteria

The decision-maker reviews conformity with the certification criteria. For this purpose, the
conformity of each individual subsection of a certification criterion must be assessed. The
following review standard must be applied to each subsection of a certification criterion:

(@) Fulfilment (compliance)
(i) number of the certification criterion is fulfilled.
(b)  fulfilment (compliance) with recommendation
(i) deviation the significance of which does not call into question compliance with
the data protection requirements as a whole (potential for improvement).
(i) examples:

1. The encryption method used is still "state of the art", but should be replaced
in the near future.

2. As no password policy is specified regarding password reuse, employees
can reuse an original password.

3. The IT security manual should be updated and follow a standardised meth-
odology.

(c)  non-conformity
(i) Significant deviation, with the result that there is considerable doubt that the
data protection requirements are fundamentally met.
(i) Examples:

1. The required documentation (e.g. process documentation, functional doc-
umentation or logs) cannot be provided by the cloud provider or perfor-
mance of data processing operations to verify compliance with criteria is
not possible.

2. Process documentation is available, but the process is not put into practice
consistently during cloud service operation.

3. Security tests have revealed serious deficiencies or vulnerabilities in the
cloud service software used.

4. Survey or on-site inspection as part of an audit has revealed a failure to
implement certification criteria.

If a subsection of a criterion is deemed to be a "non- conformity ", the criterion as a whole is
also considered not to have been met.

Non-conformities must be rectified before certification is granted.

If the review has determined that one or more certification criteria are not fulfilled, the certifi-
cation body checks whether a revision can be implemented successfully by the cloud provider
within a reasonable period of time (see ISO/IEC 17065:2012 subs. 7.4.7). The deadline can
be extended at the request of the cloud provider.

The certification body must clearly describe to the cloud provider any deficiencies or devia-
tions that prevent compliance with the certification criteria (see ISO/IEC 17065:2012 subs
7.4.6, EDPB Annex 1 subs 7.4). The certification body must help to clarify any ambiguities in
the event of queries, provided that this support does not compromise impartiality.

The certification body requires the cloud provider to analyse the root causes and describe the
specific corrective measures taken or planned to address the identified non-conformities
within a specified time period.

Within the scope of the revision, the cloud provider must ensure that all deficiencies and de-
viations in relation to fulfilment of the certification criteria are remedied.

After completion of the revision, the cloud provider must provide the certification body with all
necessary documents to demonstrate that the revision has been successful.

The certification body evaluates the corrections and corrective measures submitted by the
cloud provider to determine whether they are acceptable (see ISO/IEC 17065:2012 subs.
7.4.7, 7.4.8). The certification body verifies the effectiveness of all corrections and corrective
measures taken. The evidence obtained of revision of the non-conformities must be recorded.
The cloud provider is informed of the outcome of the review and verification.
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Depending on the extent and severity of the required revision, the certification body may
schedule a re-assessment within a reasonable period of time. During this re-assessment, the
certification requirements of determination apply and corresponding determination activities
according to § 5.2.4 are applied on a sample basis, if necessary.

If it was determined during the evaluation of the corrections or the re-assessment that one or
more certification criteria are still not fulfilled, the certification body considers whether a further
revision can be carried out successfully by the cloud provider within a reasonable period of
time and appears appropriate. The period may be extended at the request of the cloud pro-
vider.

As part of the surveillance, the certification body must check whether the recommendations
have been complied with. If not, the certification body checks whether the previous recom-
mendation has become a non-conformity due to changes in conditions.

Non-conformities of certification criteria at different sites

If non-conformities are found at individual sites, either during the cloud provider's internal audit
or during the certification body's determination, it must be assessed whether other sites may
also be affected (see IAF MD 1:2018 subs 7.7.1). For this reason, the certification body must
require the cloud provider to review their non-conformities to assess whether or not they rep-
resent a general deficiency in the cloud service that also applies to other sites.

If this is found to be the case, corrective measures must be taken and assessed, both at
central sites and at each of the affected secondary sites (see IAF MD 1:2018 subs 7.7.1).

If it is determined that this is not the case, the cloud provider must be able to demonstrate to
the certification body that a limitation of the revision to certain sites is justified (see IAF MD
1:2018 subs 7.7.1).

If, at the time of the decision process, one of the sites has a non-conformity, certification is
denied to the entire multi-site organisation until satisfactory corrective measures have been
taken (see IAF MD 1:2018 subs 7.7.3, 7.7.4). The cloud provider is not permitted to exclude
a "problematic” site during the certification process to overcome the obstacles encountered
due to the existence of a non-conformity at a single site.

Decision on certification
Decision of the certification body

Based on the determination report and the review, the decision-makers decide whether to
grant the certification and award the conformity marks.

The period between the completion of the last determination activity and the certification de-
cision may only exceed 3 months in justified exceptional cases (see DSK point 7.3).

The certification decision may only be made by persons appointed by the certification body
(decision-makers) who are bound by a contract or formal agreement to (see ISO/IEC
17065:2012 subs. 7.6.3 and 7.6.4):

(a) the certification body;
(b)  aunit under organisational control of the certification body.

(4)
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The certification decision is taken by a person or group of persons (e.g. a committee) who
were not involved in the determination activities (see ISO/IEC 17065:2012 subs 7.6.2). The
review and decision on certification may be carried out simultaneously by the same person or
group of persons.

The decision on certification must be made by the head of the certification body or a qualified
person directly appointed by them (see DSK subs. 7.6).

The certification body must explain in detail how its independence and accountability regard-
ing certification decisions are ensured (see DSK subs. 7.6, EDPB Annex 1 subs. 7.6).

The certification body must inform the cloud provider of the reasons for not granting a certifi-
cation (see ISO/IEC 17065:2012 subs 7.6.6). If the cloud provider expresses interest in con-
tinuing the certification process, the certification body may resume the selection and determi-
nation processes.

Appeal by the cloud provider

The cloud provider may appeal to the certification body against its decision. Reasons must
be given for the appeal.

An appeal is a request by the cloud provider to a certification body to review its decision
regarding the certification object (see ISO/IEC 17000:2004 subs 6.4).
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The appeal must be submitted in text form within a period of 4 weeks of receipt of the certifi-
cation decision.

The certification body checks whether the appeal is justified.

If the appeal is directed against the selection or determination activities or the findings of the
evaluators, the certification body informs the evaluators about the appeal and obtains a state-
ment from them.

If the appeal is upheld, the certification body must amend the certification decision. If the
certification body does not process the appeal, reasons must be given.

The decision on the appeal including the reasons is communicated to the cloud provider in
text form.

Attestation
Granting of certification

Certification is granted by the certification body to the extent requested (i.e. for a specific
protection category and restorability class) if the data processing operations meet the certifi-
cation criteria of the AUDITOR Criteria Catalogue and the certification body has informed the
competent data protection supervisory authority of the reasons for granting certification.

The certification body must inform the competent data protection supervisory authority of the
certification in writing at least one week before the certification is granted (see DSK subs. 7.6,
EDPB Annex 1 subs. 7.8). This notification must include the name of the certification body, a
description of the certification object and the public summary report.

Granting of the right to use conformity marks

The granting of certification entitles the cloud provider to bear a quality seal of approval and
a certificate as marks of conformity for the certified data processing operations.

The certification body assigns a unique certificate number to each certificate. It is composed
of the unique name of the certification body, the indication "AUDITOR" and a number unique
within the certification body (example: CERTIFICATION BODY-AUDITOR-0001). The certifi-
cate number must be indicated on all marks of conformity for traceability purposes.

A mark of conformity may be used only during the period of validity of the certification and the
accreditation of the certification body.

The certification body issues the marks of conformity as follows:

(a) The certificate is provided to the cloud provider by post and electronically.
(b)  The quality seal is provided graphically in electronic form.

The certification body must ensure correct use of the mark of conformity for the period of
validity (see § 4.4.3).

Content of the quality seal

The quality seal contains the following information:

(a)
(b)

(c)
(d)

(e)
(f)

the graphical conformity mark;

short title, data processing operation and data protection role ("as processor pursuant to
Art. 4 No. 8 GDPR");

the certificate number;

the period of validity of the certification with an indication of the period (date of issue,
duration);

the designation AUDITOR with protection category 1, 2 or 3;

the indication of the restorability class 1, 2 or 3.

If the quality seal is included in electronic media (e.g. website), this must have a link to the
entry in the certification body's certification register (see § 4.4.2) in order to facilitate tracea-
bility by cloud users and interested parties.

Contents of the certificate

The certificate contains the following information:

(a)
(b)
(c)

the cloud provider, if applicable as a short name;

address of the cloud provider, secondary locations if applicable;

data protection role according to the GDPR "as a processor pursuant to Art. 4 No. 8
GDPR";
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regional scope: Germany, EU, third country;

the certification object, if applicable as a short designation;

the certification body and its address;

the certification statement that the certified data processing operations meet the relevant
requirements of the GDPR and the BDSG according to the AUDITOR Criteria Catalogue
in its latest version for a specific protection category and a specific restorability class and
the additional requirements of the data protection supervisory authorities;

the name of the relevant version of the AUDITOR conformity assessment scheme and
criteria catalogue;

a unique certificate number;

date of the certification decision;

indication of last audit date on site: < dd.mm.yyyy> /report number/date;

the period of validity of the certification indicating the period, date of issue of the certificate:
"date of issue <dd.mm.yyyy>" and "duration until <dd.mm.yyyy> max. 3 years>";

) brief information about surveillance, e.g. "within the validity period the certificate will be
monitored annually for compliance"; and “next planned surveillance by < dd.mm.yyyy>".
confirmation of the notification of the certification decision to the data protection supervi-
sory authority "The reasons for granting the certificate were notified to [data protection
supervisory authority XYZ] in accordance with Art. 43(5) GDPR on DD.MM.YYY."
an appendix containing the information referred to in (2); and the references to those ap-
pendices "[data processing operation] in accordance with Appendix 1" and "subject to the
exclusions of use in accordance with Annex 2".
accreditation symbol;
logo of the certification body, if applicable;
signature of the head of the certification body or representative.

The appendices to the certificate contain the following information:

(a)

Appendix 1:

(i) the unique name of the cloud provider, including address;

(ii) a detailed description of the certification object;

(iii) reference to the public summary report of the result of the certification pursuant
to points 7.6 and 7.8 of the requirements for accreditation of Art. 43 (3) GDPR
in conjunction with DIN EN ISO/IEC 17065 of the DSK. The public summary
report must document the use of the certification object in the area of applica-
tion and the use cases in a transparent and comprehensible manner, so that
the (end) customer or a data subject can also comprehend in a reasonable time
what is guaranteed when using the certification object in the sense of data pro-
tection law;

(iv) if applicable, the designation of the regulations of the certification body that
have been used;

(v) further instructions from the certification body, if applicable.

(b)  Appendix 2:

(i) This specifies all exclusions of use, for instance what is not guaranteed when
using the certification object in the area of application.

Furthermore, reference should be made to the "Information sheet on accreditation procedures
in data protection", which has a template certificate in its appendix.

Period of validity and preservation of certification

The certification is granted for a period of three years. The period begins with the date of issue
shown on the mark of conformity.

The cloud provider can apply for preservation of the certification in the form of an extension
of the certification before or after expiry of the validity period. In this case, the certification
object is re-certified.

The certification body may issue the renewed certification on the date immediately following
the expiry of the validity period of the previous certification if the application is submitted in
good time and the certification process has been completed.

3 https://www.dakks.de/files/Dokumentensuche/Dateien/M%20Informationssicherheits-Management-
systeme_Datenschutz_20211025_v1.1.pdf

AUDITOR - European Cloud Service Data Protection Certification 46



(4)

§ 5.5.6
(1)

§ 5.5.7
(1)

(2)

©)

(4)

5.6
§ 5.6.1
(1

(2)

If existing certificates of the cloud provider are recognised, the validity period of the AUDITOR
certification is reduced to the expiry date of the shortest recognised certificate (see DSK point
7.4). In the case of re-certification of the recognised certification, the expiry date of the AUDI-
TOR certification is extended to the term of the recognised certificate, but at most to the
standard term of the AUDITOR certification of 3 years or, in the case of recognition of other
third-party certificates, to the shortest term. If no re-certification of the recognised certificate
is carried out, at least the area originally covered must be re-examined to maintain the validity
of the AUDITOR certification.

Appeal by the data protection supervisory authority

If the certification body is instructed by the data protection supervisory authority to revoke a
certification it has granted pursuant to Article 58 (2) (h) GDPR or not to grant a certification,
the certification body must ensure that the relevant cloud provider is informed of this and of
the consequences of it (see DSK subs. 8.12). Corresponding certification register entries are
adjusted and the data protection supervisory authority is informed of this.

Certification documentation

The certification body issues the cloud provider with formal certification documentation that
clearly conveys or permits identification of the following elements (see ISO/IEC 17065:2012
subs. 7.7.1, EDPB Annex 1 subs. 7.7):

(a) the name and address of the certification body;
(b)  the date on which certification was granted (the date must not be earlier than the date on

which the certification decision was taken);

(c) the name and address of the cloud provider;
(d) the scope of the certification, including a precise description of the data processing oper-

ations as the object of certification;

(e) the period or expiry date of the certification if the certification expires after a specified

(f)

date;
the frequency and other information about the surveillance activities required;

(g) information about the application and determination and evaluation reports;
(h) the certification agreement;

(i)
1)

a reasoned review of fulfilment, recommendation, non-conformity or non-applicability of
the individual certification criteria for the given protection category and restorability class;
the overall result regarding the fulfilment or non-fulfilment of the certification criteria for a
specific protection category and restorability class;

(k)  ajustification of the overall result;

()

verification of corrections and corrective measures, if applicable;

(m) records of complaints and appeals, if any, and subsequent corrections or corrective

measures.

The formal certification documentation includes the signature or other specified authority of
the person(s) of the certification body to whom such responsibility is assigned (see ISO/IEC
17065:2012 subs. 7.7.2).

The certification body stores records relating to applicants and certified cloud providers se-
curely to ensure that the information remains confidential (see EDPB Annex 1 subs 7.12).
Records must be transported, delivered and transmitted in a confidential manner. Records
from certified cloud providers and previous certified cloud providers must be retained for the
duration of the current certification cycle plus one additional full certification cycle.

According to ISO/IEC 17065:2012 subs. 7.8, the certification body must publish a public sum-
mary of the result of the certification (see DSK subs. 7.6, EDPB Annex 1 subs. 7.8). The
certification object (including the version or the functional status), the underlying criteria, the
determination methods applied and the results must also be evident in this.

Surveillance
Carrying out regular surveillance activities

During the period of validity, the data processing operations are subject to surveillance in the
form of an interim assessment to be carried out at least annually.

In addition, surveillance activities can be carried out on an ad hoc basis in the event of anom-
alies that give rise to fears of non-conformity with the certification criteria.
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The procedure for surveillance and the corresponding entries in the certification agreement
must be provided at any time in the accreditation procedure on request of the data protection
supervisory authority.

Based on the interim assessment, the certification body determines whether the certified data
processing operations continue to meet the certification criteria according to the specified
protection category and restorability class.

The certification body reminds the cloud provider and, as appropriate, (outsourced) evaluators
in good time of an upcoming interim assessment and points out the consequence of failing to
carry out the interim assessment.

The annual interim assessment must be carried out at the earliest after sixth months and at
the latest after twelve months of granting the certification or the corresponding dates in sub-
sequent years.

If the interim assessment is not carried out within the specified period, the certification body
takes measures in accordance with § 5.6.4.

The cloud provider is required to participate in surveillance activities.

The requirements of this scheme for selection, determination, review and decision-making
activities apply accordingly to the interim assessment (see ISO/IEC 17065:2012 subs. 7.9.2).

Scope of surveillance activities

The scope of the interim assessment is such that, as a minimum, the changes in the data
processing operations that have occurred since the last assessment are examined by apply-
ing determination methods (see § 5.2.4). Appropriate sampling (see § 5.2.5) is used to deter-
mine whether the data processing operations continue to meet the certification criteria (see
ISO/IEC 17000:2004 subs. A.5.4).

As part of the surveillance, the certification body checks that recognised certificates are still
valid. If a certification body determines that a recognised certificate is no longer valid and the
cloud provider has not informed the certification body in advance and arranged for appropriate
measures in consultation with it (e.g. a re-certification with a different scope), the certification
body takes appropriate measures in accordance with § 5.6.4.

The total time spent annually on surveillance activities should be approximately one third of
the determination time spent on the initial certification (see IAF MD 5:2015 subs 5). The
planned surveillance time should be reviewed from time to time to consider changes that
affect it.

Continuous certification may be carried out to verify compliance with the certification criteria
at all times (see Lins et al. (2016)). For continuous certification, test and monitoring-based
procedures can be used which collect data demonstrating conformity with the certification
criteria (see Lins et al. (2019)). The testing frequency depends on the certification criterion to
be tested.

Review of the surveillance activities

The evaluators prepare an interim assessment report and submit it to the certification body in
advance before the end of the interim assessment period.

The decision-makers review the interim assessment report and decide without delay on the
preservation, restriction, suspension or withdrawal of the certification (see § 5.6.4)

Where non-conformity with certification criteria is revealed, either because of surveillance ac-
tivities or otherwise, the certification body considers and decides on appropriate measures in
accordance with § 5.6.4 (see ISO/IEC 17065:2012 subs 7.11.1).

Determination of non-conformity with certification criteria

The cloud provider is obliged to inform the certification body in detail and without delay if it
becomes aware that the prerequisites for granting certification did not exist or no longer exist
(e.g. withdrawal of recognised certificates).

If, based on surveillance activities, communications from the cloud provider or a third party,
or other circumstances, the certification body has reason to believe that the prerequisites for
granting certification did not exist or no longer exist (see also § 5.3.2 and § 5.3.3), the certifi-
cation body immediately takes the necessary measures to assess this situation (see ISO/IEC
17065:2012 subs.7.11.1). In addition, the certification body may take the following measures:

(a) the certification body may in particular determine that an interim assessment is necessary

to maintain certification;
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(b)  the certification body may recommend re-certification with a different scope to the cloud

@)
(4)

provider (see § 5.6.9);

the certification body may allow the continuation of certification under conditions set by
the certification body (e.g. increased surveillance), provided that the non-conformity of
certification criteria does not compromise the requirements of the certified protection cat-
egory and immediate remedial measures are taken by the cloud provider.

The certification body must clearly describe to the cloud provider the aspects which give rise
to doubts about compliance with the certification criteria (see EDPB Annex 1 subs. 7.4).

If the certification body determines that an interim assessment is necessary, the following
requirements must be met:

(a) the certification body sets the cloud provider a reasonable deadline for carrying out the

interim assessment. The deadline may be extended at the request of the cloud provider;

(b)  an interim assessment must meet the requirements of selection, determination, review

(c)

and decision-making activities of this scheme (see ISO/IEC 17065:2012 subs 7.11.2, subs
7.11.5);

if selection and determination activities are necessary for an interim assessment, these
may be carried out by (outsourced) evaluators;

(d)  necessary review and decision-making activities are carried out by the certification body.

®)

The certification body must appoint personnel for this purpose who have the necessary
competences, as described under § 4.2.3 (see ISO/IEC 17065:2012 subs. 7.11.4).

Based on the review, the certification body takes the measures necessary to establish com-
pliance with the AUDITOR catalogue of criteria. These include:

(a) the certification body may restrict the certification (see § 5.6.5);
(b) the certification body may suspend certification for a specified period of time subject to

the cloud provider taking remedial measures (see § 5.6.6);

(c) the certification body may revoke the certification (see § 5.6.7).
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The certification body must give the cloud provider the opportunity to comment before making
its decision. The decision must be justified and sent to the cloud provider in text form.
Re-certification with a different scope may be carried out at the request of the cloud provider.

Restriction of certification

Even though the certification criteria for the protection category applied for are not met, certi-
fication may be granted with limitations or may be restricted, instead of withdrawal or suspen-
sion, if the certification criteria for a lower protection category are met. In such cases, a certi-
fication may be granted for a lower protection category.

The cloud provider may request restriction of certification at any time. The application must
be granted unless there are good grounds for not doing so.

The restriction of certification takes effect three weeks after notification of the decision on the
restriction.

If a certification is restricted, the certification body must act and make any necessary changes
to formal certification documents, public information and permission to use marks of conform-
ity, etc. to ensure that the restricted scope of certification is clearly communicated to the cloud
provider and clearly described in the certification documentation and public information (see
ISO/IEC 17065:2012 subs. 7.11.3). This includes changing the mark of conformity and the
entry of the data processing operations in the register of certified data processing operations.
The certification body must ensure that the cloud provider modifies its advertising with the
certification in accordance with the restriction and implements other measures defined by the
certification body.

The supervisory authority must be informed of the restriction (see EDPB Annex 1 subs. 7.11).
The certification body requests the cloud provider to inform its cloud users about the re-
striction.

Suspension of certification

Suspension means a temporary suspension of the statement of conformity for all or part of
the specified scope of the certification (see ISO/IEC 17000:2004 subs. 6.2).

The cloud provider may request the suspension of the certification at any time. The application
must be granted unless there are good reasons for not doing so.

The certification body may suspend certification for the duration of a determination.
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The suspension takes effect immediately.

If a certification is suspended, the certification body must take steps to make any necessary
changes to formal certification documents, public information, permits to use marks, etc. to
ensure that they do not give any suggestion that the data processing operations are still cer-
tified (see ISO/IEC 17065:2012 subs 7.11.3). This includes withdrawal of the mark of con-
formity and removal of the data processing operations from the list of certified data processing
operations.

The certification body ensures that the cloud provider stops advertising with the certification
and implements further measures defined by the certification body.

When certification is re-instated after suspension, the certification body makes any necessary
changes to formal certification documents, public information and permission to use marks,
etc. to ensure that all appropriate indications that the data processing operations are still cer-
tified are in place (see ISO/IEC 17065:2012 subs 7.11.6). The cloud provider may then also
continue to advertise the certification.

The data protection supervisory authority must be informed of the suspension (see EDPB
Appendix 1 subs. 7.11).

The certification body requests the cloud provider to inform its cloud users about the suspen-
sion.

Withdrawal of certification

Withdrawal means the revocation of certification (see ISO/IEC 17000:2004 subs 6.3).

The cloud provider may request withdrawal of the certification at any time. The application
must be granted unless there are good reasons for not doing so.

The certification is withdrawn if

(a) the certification body concludes that the conditions for granting certification were not met

or are no longer met;

(b) the data protection supervisory authority responsible for the cloud provider determines

that the requirements for certification were not met or are no longer met (see EDPB Annex
1 point 7.11). Withdrawal is carried out by the certification body on the instruction of the
competent data protection supervisory authority (Art. 58 (2) (h) GDPR);

(c)
(d)
(e)

if an interim assessment is not carried out or not carried out within the specified period;
if the accreditation of the certification body is suspended or withdrawn (see § 4.1.1);
if the AUDITOR scheme owner determines that the AUDITOR Criteria Catalogue does

not or no longer fulfils the legal requirements of the General Data Protection Regulation
and the BDSG, or the legal provisions replacing them. This does not apply if the cloud
provider immediately applies for re-certification with a different scope according to a new
version of the AUDITOR Criteria Catalogue and this is carried out without delay.

The withdrawal takes effect three weeks after the decision on the withdrawal has been issued.
If a certification is withdrawn, the certification body takes steps to make any necessary
changes to formal certification documents, public information, permits to use marks, etc. to
ensure that they do not give any indication that the data processing operation is still certified
(see ISO/IEC 17065:2012 subs 7.11.3). This includes in particular the withdrawal of the mark
of conformity as well as the removal of the data processing operation from the list of certified
data processing operations.

The certification body ensures that the cloud provider stops advertising with the certification
and implements further measures defined by the certification body.

The supervisory authority must be informed of the withdrawal (see EDPB Annex 1 subs. 7.8).
The certification body requests the cloud provider to inform its cloud users of the withdrawal.

Extension of the certification

The cloud provider can apply for an extension of the certification at any time. The extension
relates to an increase in the protection category and / or restorability class.

The cloud provider must prove that it meets the requirements of the higher protection category
and / or restorability class as part of re-certification with a different scope.

The certification body evaluates the results of the re-certification with a different scope and
decides on the award of a certification with a higher protection category and / or restorability
class.

The requirements for selection, determination, review and decision-making activities also ap-
ply in case of an extension.
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Re-certification with a different scope

If this conformity assessment scheme or the AUDITOR Criteria Catalogue introduces new or
revised certification criteria or other requirements that affect the cloud provider, the certifica-
tion body must ensure that these changes are brought to the attention of all cloud providers
(see also § 4.3.5) (see ISO/IEC 17065:2012 subs 7.10.1).

The certification body must set a reasonable deadline for the implementation of the criteria or
requirements for a cloud provider and inform the cloud provider of it. The deadline may be
extended at the request of the cloud provider.

The certification body verifies the implementation of the changes by the cloud providers. In
particular, the certification body may determine that an interim assessment is required to
maintain certification.

If the certification body determines that an interim assessment is necessary, it must set the
cloud provider an appropriate deadline for carrying out the interim assessment. The certifica-
tion body must describe clearly to the cloud provider the aspects which give rise to doubts
about compliance with the certification requirements. The deadline may be extended at the
request of the cloud provider.

The certification body may suspend certification for the duration of the re-certification with a
different scope (see § 5.6.6).

The certification body takes the measures necessary to ensure compliance with the AUDITOR
Criteria Catalogue based on its findings. It may decide to declare the certification still valid, or
restrict, suspend or withdraw it. The certification body gives the cloud provider the opportunity
to comment before making its decision. The decision is justified and sent to the cloud provider
in text form.

The certification body considers other changes that may affect certification, including changes
triggered by the cloud provider, and decides on the appropriate measures (see ISO/IEC
17065:2012 subs. 7.10.2). These include in particular:

(a) changes to certified data processing operations of the cloud provider in accordance with

§4.3.3;

(b) changes in the regulatory and IT environment of cloud services, including, for example,

identification of new security vulnerabilities and weaknesses or developments in the state
of the art (see also § 4.3.5and § 4.3.4);

(c) a decision that previous security measures are considered insufficient or insecure, such

as the use of outdated encryption methods.
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6 Appendix A: Definition and calculation of the determination
time

6.1 General
6.1.1 Basics

The certification body must have documented procedures for calculating the time required for determi-
nation activities (see ISO/IEC 17065:2013 subs. 7.4.1). For each cloud provider, the time required to
plan and conduct a complete and effective determination is calculated individually. In principle, the de-
termination time must be short in order to enable certification of small and medium-sized cloud providers
(as defined in Art. 42 (1) GDPR). At the same time, the widest possible scope of determination and
sufficient depth of determination must be achieved to uphold the protection statement of the AUDITOR
certification and compliance with the requirements of the General Data Protection Regulation. Basic
concepts for calculating the amount of work involved in the determination process are specified below,
as an example of the amount of time and effort involved in determination and an aid to achieving budg-
etary planning reliability for cloud providers and certification bodies.

6.1.2 Distribution of determination time

The determination time includes the on-site time on the cloud provider's premises as well as the time
spent off-site in conducting the planning and document review, communicating with the cloud provider's
personnel and writing the determination report (see IAF MD 5:2015 subs 2.1). A determination day
usually comprises 8 hours. Travel (to, from or between locations) and any interruption are not included
in the determination time. The time spent by team members who are not assigned as evaluators (e.g.
subject experts, translators, interpreters, observers and auditors-in-training) does not count towards the
specified determination time.

The planned determination time should be divided into the aspects "project overhead and document
review", comprising approx. 35% (this includes, for example, time spent planning and reporting), and
"detailed determination", comprising approx. 65% of the total work. Detailed determinations mainly in-
volve on-site determination activities. If remote techniques such as web meetings, telephone confer-
ences and remote electronic testing of data processing operations (e.g. penetration tests or vulnerability
assessments) are used, these activities should be listed in the determination plan (see § 5.2.2) and can
be considered as part of the overall "detailed determination”. However, remote testing may only account
for more than 30% of the planned on-site determination time in exceptional cases. If additional time is
required for planning and/or preparation of reports, this is not a justification for reducing the on-site
determination time.

The total time spent annually on surveillance should be approximately one third of the determination
time spent on the initial certification (see IAF MD 5:2015 subs 5, and § 5.6.2). The planned surveillance
time should be reviewed from time to time to consider changes that affect it.

To ensure the effectiveness of the determination, the certification body should also consider the com-
position and size of the determination team (e.g. ¥z day with 2 evaluators may be less effective than 1
day with 1 evaluator; or 1 day with a lead evaluator and an expert may be more effective than 1 day
without the expert) (see IAF MD 5:2015 subs 2.2.4).

6.2 Calculation of the determination time
6.2.1 Factors in the calculation

The following two (possibly mutually dependent) factors are crucial in calculating the determination time:

1) Number of employees involved in the data processing operation or operations. This factor is
significant because, among other things, competence, awareness of policies and instructions,
and correct execution of organisational processes need to be verified. In addition, the number
of employees is an indicator of the volume of data processing.

2) Number of cloud users who use the cloud service. If the cloud service is used by a large num-
ber of users, not only is there more application and usage data that requires special protection
(see Section VII of the AUDITOR Criteria Catalogue), but the number of data subjects also
tends to increase. In addition, the number of legally binding agreements to be reviewed and
the scope of precautions to safeguard the rights of data subjects also increase.
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Additional aspects, including those specific to the cloud service, should also be considered when calcu-
lating the determination time. These include, but are not limited to:

(1)  the complexity of the cloud provider and the data processing operations;

(2) the requested protection category and restorability class;

(3) the number of sites, their geographical location and multiple site considerations;

(4) the technological and organisational context, including
(@) the TOM of the cloud provider within the meaning of Art. 28 of the GDPR,;
(b)  the technology and IT landscape in use, including relevant IT systems;
(c) the organisational processes for carrying out the data processing operations;
(d) the outsourced development work;

(5) cloud supply chain nesting, outsourced operations and interfaces with subcontracted proces-

sors;
(6) specific data protection risks of the data processing operations.

6.2.2 Example of a determination time chart

The determination time chart below provides a guide to an average number of determination days. The
chart provides a framework for determination planning by establishing a starting point based on the total
number of personnel and number of cloud users for all protection categories. This determination time
chart must consider factors that require adjustment or limitation of the determination time (see 6.2.3 and
6.2.4 below). The determination time chart also allocates the determination days according to protection
categories, based on the assumption of a 10% increase for protection category 2 and a 20% increase
for protection category 3 compared to the determination days for protection category 1, rounded up to
the next higher day.

The certification body takes account of both factors (number of employees and number of cloud cus-
tomers), provided that that information is available, and selects the higher number of determination days
specified for the two factors. For example, during determination planning, it is determined that 14 em-
ployees work at the cloud provider and 10 cloud customers use the service. For protection category 2,
this results in an average of 7 determination days, as the number of employees in this case gives the
higher number of determination days.

Time required per protection category
Number of (SK)
Number of cloud in determination days
employees customers SK 1 SK 2 SK3
1~10 1~10 5 6 6
11~15 11~25 6 7 8
16~25 26~50 7 8 9
26~45 51~100 8,5 10 11
46~65 101~150 10 11 12
66~85 151~250 11 13 14
86~125 251~500 12 14 15
126~175 501~1000 13 15 16
176~275 1.001~1.750 14 16 17
276~425 1.751~3.000 15 17 18
426~625 3.001~5.000 16.5 19 20
626~875 5.001~10.000 17.5 20 21
876~1.175 10.000~17.500 18.5 21 23
1.176~1.550 | 17.501~25.000 20 22 24
Follows the | Follows the | Follows the
> 1.550 >25.000 progression | progression | progression
above above above

6.2.3 Factors requiring adjustment of the determination time

The determination time chart must not be used in isolation. The certification body must consider other
factors which, on the one hand, require additional determination time or, on the other hand, lead to a
reduction in the determination time.

Factors that extend the determination time include the following:

- Determination covering recoverability class 2: usually requires an additional time of 0.25 deter-
mination days.

- Determination covering recoverability class 3: usually requires an additional time of 0.5 deter-
mination days.
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- Determination covering multiple sites (e.g. multiple data centres or outsourced development
teams; see § 5.2.6).

- Processing operations covering highly complex procedures or a relatively large number of
unique activities.

- Personnel speaking more than one language (requiring one or more interpreters or preventing
individual evaluators from working independently) or documents submitted in more than one
language.

- Outsourcing of a large number of functions or processes or use of a large number of subcon-
tracted processors.

- Complaints from the past, surveillance results or previous experience with the data processing
operation indicating a need for more determination time.

Examples of factors that allow for a shorter determination time include:

- Low data protection risks of data processing (e.g. due to pseudonymisation and anonymisa-
tion procedures) or activities of low complexity.

- A high percentage of people working under the control of the cloud provider and performing
the same tasks.

- Prior knowledge and a high level of preparedness of the cloud provider (e.g. if the cloud pro-
vider has already been certified by the same certification body according to another standard).

- Recognition of existing certificates (see § 5.1.7), so that only a sample determination of a
large number of criteria is necessary.

- Alarge number of criteria not being applicable to the certification object (see § 5.1.5).

- Avery small site in relation to the number of employees (e.g., only one office complex).

- A high degree of automation.

Factors that increase the determination time can be offset by factors that reduce the time. The decimal
number obtained in the result of the calculation should be rounded up or down to the nearest half day
(e.g., 5.3 determination days become 5.5 determination days; 5.2 determination days become 5 deter-
mination days; see IAF MD5:2015 subs. 2.2.3).

6.1.3 Limiting variations in the determination time

In order to ensure that the determination is carried out effectively and to guarantee reliable and compa-
rable results, the determination time indicated in the determination schedule may not be reduced by
more than 30%.

In all cases where adjustments are made to the time allowed for the determination, sufficient evidence
(including justification for deviations) and records must be kept justifying the change. The certification
body is required to ensure that any changes to the determination time do not compromise the effective-
ness of the certification.

The certification body reports annually to the scheme owner on the determination times calculated and
invoiced for certification (see § 4.4.4). On request by the scheme owner, the certification body is required
to provide justification for this.
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